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B ycnoBHSX NOCTOSHHOTO pPa3BUTHS WH()OPMAIMOHHBIX TEXHOJOTHH Bompoc 3((heKTHBHOTO
ynpaBieHusT HHQOPMaMOHHOI 0€301acHOCTRI0 CTAHOBHUTCS Bce Oojiee aKkTyanbHbIM. B maHHOMN
CTaThEe paccMaTpHBAeTCs IIOIIAroBas pa3paboTKa MpOrpaMMbl OE30MACHOCTH KOMMEPYECKOTO
MPEANPUATHS, TTO3BOJIAIONIEH SKOHOMHYECKH TPAaMOTHO 00pabaThiBaTh MH()OPMALMOHHbBIC PHCKU
opranmzanuu. OOpaiaercss BHUMaHHE Ha Ba)KHbIe OPraHU3allMOHHBIE OCOOEHHOCTH, KOTOpBIE
HEOOXO/MMO YUUTHIBATH MPH MOCTPOCHUH JOKYMEHTOB MO O€30MacCHOCTH ISl UX KaueCTBEHHOTO
BHE/IPEHUS U NTOCTOSIHHOTO MOJJICP KaHUS B aKTyaJIbHOM COCTOSIHUH.

Kniouesvie cnosa: mporpamma 0€30MacHOCTH, CTpaTerMYecKoe IUIAHUPOBAHME, YIIPaBIICHHE
pHCKaMH, cUCTeMa yIpaBJeHus! HHpOpMaMOHHOI 6€3011aCHOCTHI0, KOHTPOJIb U3MEHEHUH .

BBeaenne

B Hacrosimee BpeMsi COCTOSTHHE TTI00aIbHON SKOHOMUKH 3aCTaBIIsieT KOMITAHMH CYHTAThCS C
pPHCKaMHU 1 BECTH MOCTOSIHHYIO paboTy 1o pa3zpaboTke Oolee 3PPEeKTHBHBIX MEXaHU3MOB YITPABIICHUSI.
OnHoit W3 (yHJaAMEHTANBHBIX MOJIENicli BHYTPEHHErO KOHTPOJISi KOPHOPATUBHOTO YIPABICHUS
asasercs ERM COSO [1] (Committee of Sponsoring Organizations of the Treadway Commission).
Ero cTpyKTypBl IpHIEPKUBAIOTCSI MHOTHE BETyIIINE MUPOBbIE KOMITAHUH.

AHanmu3upys CTaHAapThl KOPIOPATHBHOTO YIPAaBICHUS W KadyecTBa, MOXXHO BBLICIHTH
HECKOJIKO OCHOBHBIX 3TallOB 3pEJOCTH MPEANPHATHA B COOTBETCTBUU CO CTOSIIUMHU TI€pel HUMHU
NPUOPUTETAaMH W TPOBECTH aHAJOTHIO C PE3KHM pocToM uHpopMmaru3amuu B oOmIecTBe, a
COOTBETCTBEHHO M CJ/I€NaTh BBIBOJ O MPHUYMHAX HM3MEHEHHs CTaHJapTOB B OOJIACTH 0OE30MACHOCTH.
BoNbIIMHCTBO KOMITaHM, HAXOJISICh Ha BTOPOM dTarie 3pesIOCTH, POSBIISITN MOBBIIICHHBI HHTEPEC K
MH(OOPMALIMOHHBIM TEXHOJIOTHSIM KaK K CPEJCTBY ITOBBIMICHUS (PPEKTUBHOCTH TEXHOJIOTMYECKUX
nporeccoB u ux ontummzanuu. Ceiyac Mbl MOXEM HaONIOJAaTh TEHJCHIUIO CTPEMHUTEIHHOTO
pasBuTHsl 00JacTH OE30MAaCHOCTH, KOTOpasi, B MEPBYIO OYepe/ib, CBA3aHA C OBBIIICHHBIM BHIMaHHEM
MHBECTOPOB K O€30IaCHOCTH, a HMMEHHO: K NpOOJIeMaTHKEe pPHUCKAa MEHEPKMEHTa, ITOCTOSHHO
M3MEHSIOIUMCS TPeOOBaHMAM K OPraHU3aluH 3alIUThl KPHTHIECKUX KOMMEPUYECKHUX JTaHHBIX.

I'panunpr obnactu 6€30MaCHOCTH TOYHO OYEPTHTh HEBO3MOXKHO, O€30MIACHOCTh OXBATHIBACT
BCE HOBBIE aCHEKTHI ACSATEILHOCTH npennpuiatuil. Crneunanuctel, padoTaromue B JaHHOH 00J1acTH,
BCEr/la MCIBITHIBAIIM TPYJHOCTH MPH OMUCAHHMU 3TOr0 MOHATHSA. TOJBKO B cdepe KOMIBIOTEPHBIX
TEXHOJIOTHH, 0e30MacHOCTh KacaeTcs pa3pabOTKH MPOrpaMMHOIO OOecIiedeHUs: — KOMIbIOTepHas
0e3omacHOCTh, TIPU3BaHA TapaHTHPOBaTh, YTO TPOTPAMMHOE U ammapatHoe oOecrieueHue
YIOBJIETBOPSIET CBOMM CHEUPHUKALMSIM U TpeOOBAaHUSAM IPU UCIOIB30BAHUU €T0 B MOTEHIHMAILHO
BpakaeOHo cpene [2]. Bxiaroyas Bompochl  CHeHM(HUKALKMK, Baluiali, BepH(HUKAIUH,
TECTUPOBAHMS, HAJEKHOCTH KOMITBIOTEPHON CHCTEMBL. bBe30MmacHOCTh OXBAaTBIBAET Tropasjio
0onpImui Kpyr npoOieM, Kacalouuxcsl MPOSKTUPOBAHMS ONEPALMOHHBIX CUCTEM, apXUTEKTYPHOTO
POEKTUPOBaHM, MHHOPMAIMOHHOW 0€30MMacHOCTH, aHAIN3a U YIIPABJICHUS! pUCKAMH, OpraHU3aLH
W ynpaeleHus 0a3aMu  JJaHHBIX, IIM(POBaHUS ©  KOJAHMPOBAHHUS, OTKa30yCTOWYUBOCTH,
MPOEKTUPOBAHUS MHTEP(EHCOB, MOCTAHOBICHUN W TOJUTHKH TOCYAapCTBa, aJMHHHCTPATUBHBIX
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pelIeHni, 3KOHOMUYECKOH 0e30MacHOCTH, KOHKYPEHTHOH pa3BEIKH, KOMIIETEHTHOCTH B BOIPOCAX
0e30MmacHOCTH, a TakKe COOTBETCTBYIOIIETO oOpa3oBanms. B manHOW paboTe MOM TEPMHUHOM
«0Oe3zomacHOCTh WHGpOpMarum» OyaeM TOHHMAaTh COCTOSHHE, KOTOpOE€ [OJDKHBI OO0ECIeYHBaTh
OpraHu3allMOHHbIe, TPAaBOBBIE, MPOTPAMMHO-ANIAPATHBIE, HHXCHEPHO-TEXHUUYECKUE U CHIIOBBIC
Mepbl, METOABI W CPEICTBA, HAIPABIEHHBIE HA OOECHedeHHe IENIOCTHOCTH, KOH(UIACHINATHHOCTH,
JIOCTYITHOCTH WH(OPMAITHH.

[Tonnmanue npobieM ynpasieHHs IpoueccaMy 0e30MacHOCTH MOBEPraeTcsl KAUeCTBEHHOMY
U3MEHEeHUI0. B mepByro odepenp, MPOMCXOZSMIEC MOXHO CBs3aThb C COBOKYIHBIM pPa3BUTHEM
SKOHOMHUKH 1 WH(POPMAIMOHHBIX TEXHOJIOTHHA. 3a/1ady, CTOSIINE Tiepea 0€30MacHOCThIO, 3HAYATEITEHO
YCIOXKHWINCH. J[aHHBIH (DaKT TOATBEPKAAETCS MHOTOYHCICHHBIMH apryMeHTaMd, OJHUM W3 HUX
ABJISIETCS HEOOXOAMMOCTh KOHTPOJISL pacpocTpaHeHHs: HH(popMaIiy Ha TI0ObIX HOCUTENAX, IepeYeHb
KOTOPBIX TIOCTOSIHHO yBeNnn4mBaeTcs. Ecimm 0e30macHOCTh HE HWHTETPHPOBaHA B JICATENHHOCTH
KOMIIAaHWH, a 3a €€ O00ecCleYeHWe OTBEYAIOT WCKIIOYHTENBHO TOJpa3/eleHnss 0e30macHOCTH —
0e30MacHOCTh TaKOW KOMIIAHMH CY)KaeTcsl A0 TEXHMYECKHX acleKTOB, & TaKOW MOAXOJ B JaHHBIN
MOMEHT siBisiercst ManodpdexktuBHbiM [3]. [ToToMy chenmanucTel yTBEpKIAIOT, YTO BaXKHOCTH
BbIOOpa TPaBUIIBHON CTpAaTETHH Pa3BUTHs B OONACTH M MHTErpanrs 0e30macHOCTH B OHM3HEC-Cpemxy
UTpaeT OJIHY W3 KIIOUEBBIX POJICH NPU JOCTIDKECHHU ycleXa U (PMHAHCOBOW CTaOMIIBHOCTH KOMITAHUH
Ha CEroJIHSIIHUM JeHb.

IIporpamma Ge3onacHocTH

B mocnennux mccnenoBaHusx 1mo obecredeHn0 WH()OPMAIMOHHON 0OE30MacHOCTH BCE Hallle
OTMEYaeTcs BaXKHOCTh Y4eTa HETEXHHYECKHX acHeKTOB MAEATEIbHOCTH HapaBHE C TEXHUYECKHUMHU
puckamu [4]. HabmromaeTcsi TeHACHIMSA K MHTETPAIMH MPOLECCOB OE30MacCHOCTH CKOpee B OM3HEC-
cpelny, HeXenu B MHPOPMALMOHHBIE TEXHOJOTHH. B NaHHBII MOMEHT AEnaeTcsl akUEHT Ha HOBBIX
WHQOPMAIMOHHBIX ~pPUCKaX, TaKMWX Kak: ueloBedeckuid (QakTop, KyJnbTypa 0€30macHOCTH,
OpraHu3allMOHHbIE HOPMBI OOecreueHHsT Oe30MacHOCTH, PEMyTAalMOHHBIE PUCKU. OTH JaHHbBIE
NPEACTABIISIOT ONPEACICHHYIO CI0XKHOCTh C TOUKH 3PEHHUS YIPABICHYECKOTO yUeTa.

OIHOBPEMEHHO C 3TUM MPUCYTCTBYET OCTpasi HOTPEOHOCTE B pa3zpaboTke (HopMaTn30BaHHBIX
MoJieNiell  yIpaBleHUsT JESITeNBHOCTBI0 10 O0ecledeHHI0 0e30MacHOCTH WH(OPMAIH, KOTOpPHIC
YUUTHIBAIOT YNOMSHYTHIE BBILIE HETEXHUYECKHE acCHeKThl. TakuM 00pa3oM, OIpEICICHHYIO
aKTYaJbHOCTh TPEJCTABISIET MOJAEIb LEHTPAIM30BAHHOIO YIIPABIEHUS IEATEIBHOCTH B 001acTH
3amuTel MHQOpMAIMK, KOTOpas YK€ IUIOTHO 3aKpeniiach B EBPOIEHCKHX, aMEpPHUKaHCKUX
UCCIIEIOBAHUAX M cTaHzaprax. JlaHHas KOHLENUMS YHpaBICHUS I0Jpa3yMeBaeT YIpPAaBICHHUE
HOPMaMH U OTPaHUYEHHUSIMHU, YTO BBITJISAMT MEPCHEKTUBHBIM MOJX0A0M K PELICHUIO PACCMOTPEHHBIX
BEITIIE TPOOIIEM.

[epen pa3paboTKOil KOHIENIIMKA PEKOMEHAYETCs 0OpaTUTh BHUMaHUE HAa CTaHAAPTHI Cepuil
ISO/IEC 27000, 9000, COBIT (ISACA COBIT Framework), CISSP CBK (Common Body of
Knowledge), ITIL (IT Infrastructure Library), COSO (IRM COSO Framework).

Crannaptsl cepuu [ISO/IEC 2700x siBISIOTCS QyHAaMEHTATBHBIMA U OJIM3KH 110 COJEPIKaHUIO
k CISSP CBK. [Ipyrue crannapTsl Ipu3BaHbl pelIaTh HanOoyiee akTyalbHbIE MPOOJIEMBI B OTPACIIH.
ITockonbky mepcoHan aenapTramMeHToB OusHeca M IT HCHONB3YIOT pa3iIMYHYI0 TEPMHHOJIOTHIO H
CTaBAT IEpell COOOW pas3IMYHBbIC IEJIM, 3TO MOXET NMPHUBOJIUTH K HEIP(PEKTUBHOMY YIPABICHHIO,
HapyIIEHWIO CPOKOB, VIYIIEHHBIM BO3MOXKHOCTSIM, YBEJIMYEHHUIO 3aTpaT BPEMEHH H CHIIL,
pasouapoBaHusM ¢ o0eux cropoH. [is pernreHus >Tux uenei npexHasHadensl ctannaptel COBIT u
ITIL. Craamapr COBIT [5] onpenenster nienu u mozens yrpasienus IT. Crangapt ITIL B mepsyro
ouepeslb YKas3bIBaeT IOCIENOBATEIHHOCTh JEWCTBUN HA YpPOBHE IPOIECCOB, HEOOXOAMMBIX JUIS
noctikenus uenu. ITIL Obut co3man s yAoBiIeTBOpeHHs MOTpeOHOCTEH OM3HEca, B CBS3U C €ro
pactymieii 3aBucumocTbio oT IT. B ITIL cymecTByroT 1oMeHs! 110 0€30MacHOCTH, BHUMaHHE KOTOPBIX
B OCHOBHOM CKOHIIEHTPHUPOBAHO Ha BHYTPEHHUX COTJIAIIEHUSX 00 ypoBHE 00cmykuBanus mexay [T u
JPYTUMH NIOJpa3eNICHUIMI KOMIIAHUHU, KOTOPbIE OH 00CITyKHBAaET.

[Ipu pa3zpaboTke mporpaMMbl OE30MACHOCTH B HACTOALIECE BPEMSI CTAHOBUTCS OYEHBb BaXKHBIM
MPABWJIGHO OIPEAENUTh YETKHE IIeNH, JOCTIKEHHE KOTOPBIX OXKHIAETCS B Pe3yJIbTaTe BHITTOTHEHHS
nporpamMmbl - Oe3omacHocTH. Hawmbonee mnpaBMIIBHBIM MOAXOJOM TPH  PEATH3AMH  MIPOTPAMMBI

56



CUMTAETCS TOAXOJl «CBEPXY-BHU3», HAYMHAS CO CTPATETMUYCCKUX el W 3aKaHYUBasl JICTAIbHBIMU
KOH(QUTYPAIUSIMHA U CHCTEMHBIMH ITapaMeTpaMH KaxJI0ro 00beKTa OKPYKECHUSI.

Cronenmanuctel 10 0€30IaCHOCTHM  00s3aHbl IIOHMMAaTh, 4YTO 0€30IAaCHOCTh JOJDKHA
coOIOMaThC B paMKax BCEH KOMIIAHMM M KpailHE BaXXHO UWMETh HECKOJIBKO IICHTPOB
OTBETCTBEHHOCTH W TMOJOTYETHOCTH. [loTOMy TIEpBBIM JTAallOM PEKOMEHJIYETCS 3aKpElUTh
00S3aHHOCTH W OTBETCTBEHHOCTHh IO OOecredeHnto Oe30MacHOCTH 3a PYKOBOAWTEISIMH BCEX
nojxpa3feicHuii. DTO TO3BOJMT CO3[aTh IPABOBOE TIOJE M TMOATOTOBUTh (YHIAMEHT H
COOTBETCTBYIOIIYI0O MOTHBHPYIOIIYIO IUIOMAAKY JJs CTOPOHHHX IOAPAa3/ICIICHUH, BOBICUCHHBIX B
pa3paboTKy MporpamMMbl 0€30MacHOCTH. J[Jsi BRIIOHEHHSI 3TOTO Tana HeoOXO0AUMO TaKKe MPOBECTH
WHBEHTApU3AINI0, HICHTU(PHUKAIIHIO, OIICHKY aKTHBOB KOMITaHWH. Pe3ynpTaToM 3Tama OyJeT CiyKUTh
MaTpuUlla OTBETCTBEHHOCTH U OIPEICIICHUE BIIaJICTbIICB aKTUBOB. J[aHHAs MoJenb NMpHU3BaHA YYEeCTh
BCE aCIEKThI ACATEIBHOCTH U KOHTPOJIUPOBATh UX M3MECHEHUS.

Brnanmenbiiel vHPOpPMALIUHM TOJDKHBI YKa3bIBaTh, KaKHe MOJIB30BATENIM MOTYT MMETh JOCTYII K
WX pecypcaM W 4TO OHHM MOTYT JIeJiaTh C THMHU pecypcaMu. 3ajiaya aIMUHUCTpaTOpa 0€30MacHOCTH —
yOemuThCSI, YTO ATOT MpPOLeCC BHeApeH. Bragenmbiiem akTtuBa WH(DOpPMAUU OOBIYHO SIBIISETCS
OTBETCTBEHHBIN COTPYIHHUK, BXOJIAIIMNA B PYKOBOAAIIMHA COCTAB KOMIAHHH WA PYKOBOIHTENb
COOTBETCTBYIOIIECTO yIpaBieHus. Takum oOpa3oM, Biajaesell HECEeT SAMHOJIMYHYIO OTBETCTBCHHOCTD
3a JII00YI0 XaTaTHOCTh U KIacCH(UKALUI0 HHPOPMALIUH.

Ha BTOpoM 3Tame pa3pabOTKHM BaKHO MOHUMATh, YTO Mporpamma Oe30MacHOCTH JOJDKHA
HUMETh HETIPEPHIBHBIN KU3HEHHBIH MK U TIOCTOSTHHO COBEPIIEHCTBOBAThCs (pHc. 1).

. Buenpenue: ConpoBokieHue:
HAnunuanus: . .
. Pacnipenenenne poeii n 006s3aHHOCTEH 4 [poBenenue KOHTPOILHBIX AYUTOB
e Coszmanue npoduis yrpo3
. OLCHKA PHCKOB N . Brenpenne nonmutuku 6€30macHOCTH Ly ° Vnpagsenue cornamesusamMu oo
. BrsiBreHHE KpUTHYECKUX TAHHBIX YPOBHE 00CIyKUBaHUS
. PazpaboTka apXUTEKTypbI P 6 R Tomiepantte cobmoeHs
. eaJIM3aLus IPOEKTOB 110 OE30MaCHOCTH
0e30MacHOCTH o P
. Aymut YCTaHOBJICHHBIX TPOLEYP
KonTpoab u3meHeHuii: MounuTopuHr:
. Buecenue npeioxeHuii no . AHanu3 pe3ybTaToB ayauTa,
COBEpPILIEHCTBOBAHUIO < (aitioB coObITHI <

. IIpoBenenue BcTpey ¢ . OrneHka JOCTHXKEHUS Lienei
BJafie/IbLlaMU aKTHBOB

Puc. 1. Dramsr pa3paboTKu mporpaMMbl 0€30ITaCHOCTH

Ha BbIIlien3noskeHHBIX 3Tanax BEETCs MOArOTOBKA MPABOBOTO MO s 3((EKTHBHOIO BHEAPSHHUS
MporpamMMbl  O€30ITAaCHOCTH, HA3HAYAFOTCS OTBETCTBEHHBIE. OTMpENENsoTCsl TPaHWIIBI OTBETCTBEHHOCTH,
00eCreurBaeTCs KOHTPOJIb aKTYaIbHOCTH M BHECEHHS TOJIBKO COTJIACOBAHHBIX W3MCHEHH.

OCHOBHBIM (DYHIAMEHTOM TMPOTPaMMbl O€30MACHOCTH SIBJISIFOTCS CIICAYIOUIUE IPOIIECCHI:
yIpaBlicHHEe pPHUCKAMH;, VyIpaBlICHHE AaKTHBAMH; YIPABJICHUE VYSI3BUMOCTSIMH; COOTBETCTBHE
TpeOOBaHUSIM; yNpaBlicHHE WM3MCHEHHSMHU; YIpaBJICHHWE HICHTUPHUKANWEH H  JOCTYIOM;
Kkiaccudukarys nHGOpMaIuK; MIIAHUPOBAaHKE HEIPEPHIBHOCTH OM3Heca; (pu3udueckas 0e30MacHOCTb;
YPOBHU OTBETCTBEHHOCTH; >KU3HEHHBIM UK Pa3pabOTKH MPOrpaMMHOTO oOecreueHus; o0padboTka
WHIIWJICHTOB; 00yUYeHHE TIepcoHara.

Pa3zpaborka nporpammbl 0€30MIaCHOCTH OCYILECTBIISIETCS B HECKOJILKO I1aroB, (pyHIaMEeHTOM
SBIISIIOTCSL OM3HEC-TIPOIlecChl KoMmanuu. OCTaHOBUMCS MOAPOOHEe Ha HEKOTOPBIX OoJiee BaXKHBIX W3
HUX C TOYKHU 3PCHUS CTPATETHH.

Puck — BEPOATHOCTDH TOT'O, YTO UCTOYHUK YTI'PO3bI BOCIIOJIB3YETCA YA3BUMOCTBIO, UTO ITPUBEACT
K HETAaTUBHOMY IIOCJICACTBUIO IJIA KOMIIAHUH. HUctounukom YIpO3bl MOXET OBITH BUPYC, Xakep,
MOJIL30BATENI, COTPYAHUKA W Jnp. [loToMy OuYeHb BaKHO HajJIeKAIUM O0pa30oM OPraHU30BaTh
KOHTPOJIb W ayauT )IeﬁCTBPII’I, YTO IMO3BOJIACT 3HAYUTCIBHO IIPpOHIE pPacCCiICaOoBaTb HWHIIUIACHTHI
0e30MacHOCTH.

Ynpasnenue nH()OPMAIMOHHBIME PUCKaMU TPECTABISET COO0M mpoIriecc 00pabOTKH PHCKOB,
CHIKEHUS UX JI0 TPUEMJIEMOT0 YPOBHSI, & TAK)KE€ BHEPEHUS MEXaHU3MOB Tojyiepxkanus (puc. 2). [lpu
YIPaBIEHUH PUCKAMH COCTAaBJIETCS II€PEYE€Hb KATErOPUPOBAHHBIX YIpoO3, KOTOPBIE TAKXKE JIOJDKHBI
OBITH OIICHEHBI C TOYKH 3PEHUS MOTECHIIUAIBHBIX MOTEPh M BEPOSTHOCTH BO3HHKHOBEHUs. PeanbHbIe
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PHUCKH YpEe3BBIYANHO TPYAHO M3MEPHTH, MOTOMY CIIELUATUCTH PEKOMEHIYIOT OCHOBHOE BHUMAaHHE
o0paTUTh Ha MPHOPUTE3AIUIO JAHHOTO CHKcKa. [lONHOIIEHHOE YyIpaBIeHUEe pPHCKaMU TpeOyeT
MOJIJIEPKKHU BBICIIIETO PYKOBOJICTBA, JOKyMEeHTHpOBaHHOTO mponecca IRM-momurukn u IRM-rpymisr.
Ananmu3 pHCKOB o0ecreyrBaeT WACHTH(UKAUMIO aKTHBOB W WX LEHHOCTH [yl KOMIIaHUH,
UICHTU(HUKAIIUIO YTPO3 U YSI3BUMOCTEH, KOJIMIECTBEHHYIO OIIEHKY BEPOSTHOCTH W BIMSHUS Ha OU3HEC
MOTEHIIMABHBIX yTPo3, oOecledeHne dKOHOMHUYECKOro OalaHca MeXIy ymepOoM OT BO3IeHCTBHA
yIrpo3 M CTOMMOCTBbIO KOHTpMep. OmHOW M3 MEepBBIX 3ajJad TPYIIbl aHAIH3a PUCKOB SIBISIETCS
MOJTrOTOBKA JIETaJIbHOTO OTYETa TI0 CTOMMOCTH aKTHBOB.

Coop nadopmanuu:

IL1anupoBanye: e  liHBeHTapu3aluMs aKTHBOB
b Onpernenenye rpymmbt ° Onpejienenie uenHoCTH OnpenejieHne peKoOMeH 1AM
e OmpenesneHue rpaHMI] J\ e Cocrasnenue npogus J\ . CHHUIKEHHE PHCKa
e OnpeneneHue MeToa ysi3BUMOCTel 1 yrpo3 e Tlepenoc pucka
e OmpereneHne HHCTPYMEHTA “/ *  Pacyer puckos “/ e  Ilpunstue pucka
e OnperneneHne MPUEMIEMOTO *  AHamu3 3aTpat H BBIFOJ e OTBepKEHHE PUCKA
YPOBHSI pHCKa . Amnanus ypoBHs
HEOMPEIETEHHOCTH

Puc. 2. )Ku3HeHHBII1 UKII IPOrpaMMBbl YIIPAaBICHUS PHCKaMH

OneHka CTOMMOCTH aKTHBOB BKJIIOYACT B ce0s1 MPOLIECC ONpeaeIeHUs TEKYIIEro U ’KeaaeMoro
COCTOSIHUSL 0€30I1aCHOCTH opraHu3anuu. Iloaxon OcHOBaH Ha OLEHKE (DaKTHUYeCKOW CTOMMOCTH
aKTHBA, HA OLICHKE BPEMEHHBIX 3aTpaT, yCWIMH M PECypcoB, TpeOyeMBIX Ul €ro CO3MaHHs JH00
yiiep6a B cirydae yHUUTOKeHus. [ mpoBeIeHHs aHaIi3a PUCKOB KOMIIAHUSI JOJDKHA PEIIUTh, KaKue
AKTHUBBI HYXXAAKOTCAd B 3alllUTC U B KaKo#l CTEIleHH. OHCHI/IBaCTCH (bYHKHHOHaJ]BHOCTb JOCTYITHBIX
3alIUTHBIX CPEACTB, ONpenessitoTcss HambOonee 3(QexkTuBHBIE KOHTpMephl. [l moanep:kaHus
0e30macHOCTH Ha IPUEMJIEMOM YPOBHE CTOUT OTMETHUTb, YTO HEOOXOAMMO MEPEOLECHUBATh PUCKH Ha
MIEPUOINYECKOI OCHOBE.

Ilocne BHeapeHNsS KOHTPMEPH! KOMIIAHMKM HEOOXOOMMO OLICHUTHh BEJIMYUHY OCTAaTOYHOTO U
o0I1ero pricka, JOCTUTHYTOTO C IOMOIIBI0 KOHTpMeEp. Pa3nmensiroT HEeCKOIBKO CITOCO00B 00pabOTKH
PHUCKOB: IEPCHECTH, I/I36€)I(3TI), YMCHBUINUTL U IIPUHATD.

[TonnTrka 6€30MacHOCTH — JOKYMEHT, YKa3bIBAIOLIUN HA POJIb O€30MaCHOCTH B OPraHH3ALUH.
ITonutuka KoJKHA OBITH HE3aBUCHMOM € TOUKH 3PEHHS TEXHOJOIHH U pelieHni. JlokHa ouepurBaTh
ncjib 1 MUCCHUIO, HO HC IMPHUBA3BIBATH KOMIIAHHUIO K cocobam JOCTUKCHUAA. TTomutuku IIPUHATO
KIacCHUIMPOBaTh 1O OOBEKTaM HA3HAYEHWs: OpraHW3allMOHHAs TIOJHWTHKA, TOJHUTHKA,
OpHEHTUPOBAaHHAs Ha 3aJa4d; IOJMTHKA, OPUEHTHPOBAaHHAas Ha CUCTEMBL. B mepBylo ouepenb
MOJIMTUKA CYIIECTBYET JJIs pEIeHHs 3aa4 MPEAOCTaBICHUS IOJTHOMOYHH TpyIIe 0€30MacCHOCTH U ee
JeSITeIIbHOCTH, SIBISIETCSI OCHOBaHHUEM B TMPOIECCE pa3pellieHrs] KOH(INKTOB, CBS3aHHBIX C
0€30MacHOCTHIO, OYEpUYMBACT IEPCOHAIBHYIO OTBETCTBEHHOCTb, OOSM3aHHOCTH B OTHOIICHUH
pearupoBaHus HA HHUUACHTHI U Ap.

B monutuke 0e30macHOCTH JOJKEH OBITh pa3paboTaH W BHEAPEH YETKUH W TOHSATHBIHA
MMOPAOOK MPUMECHCHHUA MEP BOSHeﬁCTBHH B OTHOIICHHH TCX, KTO HC CO6J'IIO)Z[aeT Tpe6OBaHI/IH IIOJINTUKN
6esonacHoctu. IloMMTHKKM MUIIYTCS B MIMPOKUX TEPMUHAX M TOKPHIBAIOT MHOXKECTBO CHUCTEM H
ycrpoiictB. Bonee nerann3upoBaHHbBIE JTOKYMEHTHI TPEOYIOT YacTO akTyallM3alud — MPOLERypH,
CTaHAapTHI, PYKOBOJCTBA, KOTOPHIE COCTABIIAIOT €€ CTPYKTYpy [3]. A HeoOXoAWMbIe KOMITOHEHTHI,
3aIoHSS 3TY CTPYKTYpPY, 00€CIEUnBaIOT BHIIOJIHEHHE NPOrpaMMbl 0€30MaCHOCTH U MPEAOCTABISIOT
3aLIUIIEHHYI0 HHPPACTPYKTYPY.

Knaccudukanus uHGOpMamuu — NOPOIECC ONpPEIC/ICHUS IEHHOCTH HH()OpMAaIuu s
KOMIIaHHH, KOTOpBIfI IIOMOTacT ONPEACIINTL, KAKHUEC CPEACTBA U MECPLI 3allIUTHI JOJIKHBI IIPUMCHATHCA
Ul KaXIOro Kiacca, pelnTb, Kakue 3aJadd 3aluThl WHQOpPMaluu SBIAIOTCS Hambonee
npuoputeTHeiME (puc. 3). TlepBuunas 3amavya KiaaccubuiKanmuu WHPOpPMAIMM —  TIOKa3aTh
HEOOXOMUMBIA JUIi KaXAOro TuNa WHPOPMAIMK ypPOBEHb 3alUThl  KOH(PHJICHIUAILHOCTH,
LEJIOCTHOCTH U JIOCTYITHOCTH M CAeNaTh 3T0 Hamboinee 3¢ ¢ekTuBHBIM crocodoMm. Kak mpaswuio, B
3aBHCUMOCTH OT Pa3MEpOB OpraHU3allM{ Pa3jindyaloT TPH, YEThIPE YPOBHsS Hepapxuu. B BOEHHBIX
BE€AOMCTBAxX MOI'YT UCIIOJIB30BAaTh IIATH ypOBHeﬁ HUepapxuu.
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A 4

Onucanne MCKII0YEHHIT Onucanne Ipoueayp nmepeHoca OTBETCTBEHHOCTH

A 4

OO0yueHne COTPYIHUKOB |« KoHTpoab u3meHennii [«

Puc. 3. Ommucanne nporiecca KiIaccupUKaIii JAHHBIX

Aynut WHQOPMAIMOHHOW 0€30MacHOCTH MPOBOAWUTCS C IIENBI0 BBISIBICHHS IPOOEIOB B
CYLIECTBYIOLICH cHcTeMe Oe30HacHOCTH, OIMpPEeNICHUH MPOOEIOB M HEJOYETOB, HYKAAIOUIMXCS B
yIy4YIIEHUH WIH KOPPEKTHUPOBKE, a TAKXKe ONpelesieHHe HEeOOXOOUMBIX PECypcoB, TPeOYeMBIX IS
JIOCTIDKEHHST KOHEYHOH Iienu 0e30MacHOCTH. DTO MOXKHO O0O0ECHeYWTh C TMOMOIIBIO CO3JTaHUs
CTPYKTYpBI 0€30MacCHOCTH, COCTOAIIEH W3 HECKOJBKMX YpOBHEW: (YHKIMHA Oe30macHOCTH;
obecrieyeHus: 0€30MaCHOCTH MEPOIIPUATHI U MPOILECCOB, HEOOXOIUMBIX ISl pean3alnu KaKaoi nu3
HUX ¥ BO3MOXHOCTEH 0€30MacHOCTH, CBSI3aHHOM C JICSTEIBHOCTHIO 0 O€30MACHOCTH.

3aka0ueHne

B naHHO# cTaThe mMpoBelieH BHIOOPOYHBIN aHAU3 HEKOTOPBIX MEXKIYHAPOJHBIX CTaHIAPTOB
mo MH(OOPMAIMOHHON 0E30IaCHOCTH M CJeliaHa TOIbITKA CHCTEMAaTH3allMH IOJIyYCHHBIX 3HAHWHA C
HOCJICTYIONIMM  BBIZICTIGHHEM KIIIOYEBBIX OCOOCHHOCTEH, TpeOyrommx oco0oro BHUMAHHUS Ha
HAyYaIbHBIX 3Tanax BHEAPEHUS METOAOJIOTHIECKO 0a3bl B obmactu Oe3onacHocTu. [IpoBenen ananus
KOPPENSIMOHHBIX CBS3€H MEXay MporpaMMoi Oe30MmacHOCTH M OM3HEC-LEISIMH  KOMITAHHH.
[IpuBenens! 1maru, HEOOXOAMMEBIE TS co3AaHus A(PGEKTUBHOW MPOrpaMMBbl 0E30MACHOCTH Ha BCEX
YPOBHSX KOMMEpUYecKoil opranm3anuu. [lokazaHa axkTyadbHOCTh MpoOIeM, CTOSIIMX —Iepes
WHPOPMAIMOHHON 0€30MacHOCTHIO, KOTOPbIE MOXHO PEUIMTh C TOMOIIBI0 Pa3pabOTKH CTpaTeruu
Oe3omacHocty. [IporpamMma 0e30MacHOCTH B COCTOSHHM 3HAYMTEILHO CHH3UTH WH()OPMAIOHHBIC
PHCKM OpraHU3aluH W NPUBECTH K dPPEKTUBHOMY ympapieHuo. /laHHas mporpamMMa JIOJDKHA OBITh
aKTyaHBHOﬁ Ha BCEX YPOBHAX OpraHHU3allMy, a TAKKE MEPECMATPHUBATLHCA B CBA3U C IOJIOKCHUEM II0
KOHTPOJIFO 3a M3MCHCHUAMH, CBOIUTHCA 110 MNPHUHIUITY «CBEPXY-BHHU3», HUMCTH IMOCTOAHHBIX
JKM3HEHHBI IUKJI U HECKOJBKO LEHTPOB MOAOTYETHOCTH, Y4uThIBaTh |IRM-momutuky m mpodmuib
yrpo3, HeTEXHUYECKUE acleKThl U TpeOoBaHMs OM3HEC-TIOTHKH. B 0CHOBE JOJDKHA JIekKaTh PO3pavHas
CcXeMa MePecMOoTPpa U aKTyaJIbHbIe COBPEMEHHBIC TEXHOIOTHH 110 paboTe ¢ OOIBIIUMU TaHHBIMU.

DEVELOPMENT OF COMMERCIAL ENTERPRISE
SECURITY PROGRAM

U.A. ULASENKA, S.L. PRISCHEPA

Abstract

With the continuous development of information technologies the question of effective
information security management is becoming increasingly important. This article describes step by
step development of the security program that allows effectively manage information risk of the
organization. The attention is drawn to the important organizational features that need to be considered
when  building safety documents for their quality implementation and update.
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