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PaccmaTpuBaeTcss HeNMHEHHBIA TOMEX0YCTONUMBBIN KOJI Ha Oa3e anroputMa Kpunrorpaduiecko-
ro npeodOpazoBanus naHHbIX Rijndael. IlpuBeneHs! BapmaHThl peanusanuu jaexoxepa Rijndael-
KOJla Ha OCHOBE aJITOPUTMAa MAaKCHMaJIbHOTO IPaBAONoN00us U anroputMoB Yeiiza, a Takke UX
CpaBHEHHE Ha OCHOBE 3aBHCHMOCTH BEPOSITHOCTH OIIMOKM OT OTHOIIEHUS CUrHa/mryM. [Ipomnsse-
JIeHa OIIEHKa IPOITyCKHOW CIIOCOOHOCTH IEKOAEPOB IPW MapajuieNIbHOW M TOCIeN0BaTEIbHON
peanu3anuy aropuTMOB AEKOIUPOBAHMS.

Kniouesvie crnosa: kpunrtorpapudeckoe nIpeodpa3oBaHne JaHHBIX, TOMEXOYCTOHYMBOE KOAUPOBa-
Hue, anroput™ Rijndael, AES, rpanuniip! moMexoycToOHYnBOTO KOJUPOBAHNUS, HETMHEHHBIH KO/,

BBenenue

Hcnonp3oBaHne MOMEXOYCTOMYMBBIX KOTOBBIX KOHCTPYKIHH B KPUNTOrpaduul TaeT OCHOBA-
HUE A7l UCCIeNOBaHWN HEMMHEHHBIX MOMEXOYCTOMYHMBBIX KOJOB HAa OCHOBE KPHIITOIPa(UUECKHX
¢ynkuuii. M3BecTHBI MCCeIOBaHUs TOMEXOYCTOMUMBBIX cBOMCTB Rijndael-kona [1, 2]. bomnee Toro
CYIIECTBYIOT PaOOTHI CBSI3BIBAIOIINE CTOMKOCT aJrOPUTMOB MIM(POBAHMS MPOTUB JIMHEHHOTO KPHII-
TOAHAIN3a ¥ UX PACHOIOKEHHE OTHOCUTENIBHO rpaHuibl Bapmamosa-I'uns6epra [3].

Kpunrorpapuueckue anropuT™bl UQPPOBaHUS JOIKHBI OBITH YCTOWYHBBIME IIPOTHB M3BECT-
HBIX METOJI0OB KpUnToaHain3a. CTOHKOCTh K KOPPESIMOHHBIM METOAaM KPUIITOaHAJIN3a, HelpeacKa-
3yeMocCTh (3a MOJTMHOMHAIIBHOE BpeMsl) 3HaUeHHs KOJOBOI'O CJIOBA, KpailHe HU3Kas BEPOSITHOCTH COB-
najeHus, a Takxke cOamaHCUPOBaHHOCTD KOJOBBIX CJIOB aJrOPUTMOB KPHUITOrpaduueckoro npeodpa-
30BaHMA MH(oOpManuu oOyciaBIuBaeT MpHEMIIEMble TUCTAHIMOHHBIE CBOMCTBAa HENMHEHHBIX KOHO-
BBIX KOHCTPYKIIMH Ha MX ocHOBeE [4, 5].

Onnako HeNMMHEHHasi CTPYKTypa MOMEXOYCTOMUYMBBIX KOAOB Ha 0asze KpumnTorpaduyeckux
npeoOpa3oBaHuil BEJET HE TOJIBKO K OoJiee BBICOKOH BBIYMCIUTENBHOM CIIOXKHOCTH (IO CPABHEHUIO C
JUHEHHBIMU CTPYKTYpaMH) OLIEHKU WX MapaMeTpoB, HO U K OoJiee CIIOKHBIM aJrOpUTMaM JEKOAUPO-
BaHus. OueHKa MPOIYyCKHOH CIIOCOOHOCTH, TpeOOBaHUK K MaMsITH U KOPPEKTUPYIOIIEH ClIOCOOHOCTH
JIEKOIEPOB HETMHEHHOTO TOMEX0YCTOHYNBOTO KOJia SIBIISIETCSL BaXKHOM C TOUKU 3PEHUS MIPAKTUIECKO-
T'0 UCTIONB30BaHMA NMOCIEAHNX. B yacTHOCTH, HAa IpUMepe JIeKoiepa MaKCUMaJIbHOrO MPaBIONOA00Us
(manee IMII) momexoycroiiunBoro konaa Ha ocHoBe anropurMa Rijndael (manee R-koaa) MOXHO cle-
JIaTh BBIBOA O MaKCHMMaJbHOW KOPPEKTUPYIOMIEH ClIOCOOHOCTH, HAMOONIBIINM TPEOOBAHHSIM K ITaMSTH
1 HaMEHbLIEH TMPOITyCKHOW CIOCOOHOCTH HETMHEHHBIX AEKOIEPOB B LICIIOM.

Cxema popmupoBanus R-kona
R-xozom ¢ mapamerpamu (n,k,d,, ),  onpenenennbM Haj andasutoM GF(q) , Oynem Hasbl-

BaTh MHOKECTBO Pa3pelleHHbIX KOMOBBIX clloB {¢, |i =0,1,...,¢" —1} € GF(q"), ¢ MUHUMaJBHBIM KO-

JOBBIM paccTosHueM d . B MeTpuke XammuHra [5]. Torna ¢popmupoBanue R-kona MOXHO (popmanu-
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30BaTh KaK 0TOOpaXkeHne HeKoToporo npoctpancta GF(g") k-MepHbIx BexTopoB Haj moneM GF(gq)
a=(a,,a,,...,a,,) B gpyroe mnpoctpancTBO GF(q") n-MepHBIX @-UYHBIX BEKTOpPOB
€=(Cy,C5...,C,,), THE 4;,C; € GF(q) mnsa moboro i €{0,...,k—1} wu moboro je{0,...,n—1}. Ec-
o n >k, T0 R-K0J, KaKk KO, OCHOBaHHBIH Ha KpunTorpadguueckoi GpyHKIHMH, TPaKTyeTcs Kak HEelH-
HEUHBII U30BITOUHBIH KO, KOPPEKTHPYIOIIUE CBOMCTBA KOTOPOI'O 3aBUCST OT d . , KOJOBBIE CIIOBA €
KOTOPOT'0 HEJMHEIHO 3aBUCAT KaK OT BXOIHBIX HH(POPMALMOHHBIX CJIOB a4, TAK M OT UCIOIb3yEMOTrO
KiIroya mudposanus s =(s,,S,,...,s, ) € GF(g"). Torna ¢bynkuus xonupoBaHus R-Koja 3agaercs

Kak BekTopHas QyHKuus ((a,s) :
c=¢(a,8):GF(¢") > GF(q"). )

[IpakTuueckas peanuzanusi GyHKIUN @ OCYLIECTBISIETCS HA OCHOBE JITOPUTMa KOJUPOBAHUS
JUHEHHBIX KOJIOB B CHIEKTPaJIbHOM oOmacTH [5]:
— MH(OPMALIMOHHBIIH BEKTOp a IpeoOdpa3yeTcs B BEKTOP a’ MPH MOMOIIH OTOOpaKeHUSI:

a'=y(a):GF(¢") > GF(q"),

rae y(a)=1{a,,a,,...,a, |,Vy>,Vys--sV, 1 t» V=y,V,...,V, | )€GF(g") — BEeKTOp U30BITOYHOCTH J10-
HOJHAOMMH HH()OPMAIIMOHHBII BEKTOp [0 3aJaHHOU JUIMHBI 1, T.€. ¥ =n—k . Bekrop v mpeacras-
nsieT co0oil pUKCHpOBaHHYIO KOHCTaHTY U3 GF(q"), kTopast MOkeT (hOpMHUpPOBATHCS U3 HyJeH (Kak B

JUHEHHBIX KOJax), a TAKXKe CIy4alHbIM 00pa3oM — MOCKOJIBKY B JaHHOM CIIydae OTCYTCTBYET CBSI3b
HYJIEBBIX 3JIEMEHTOB C KOPHSIMU IOJMHOMOB Ha OCHOBe IpeoOpasoBanus @ypre B mone ["amya [5].
Bektop v MoXeT ObITb Kak OTKPBITBIM, TaK H CEKPETHBIM MTapaMeTpoM;

— KOAOBBIN BEKTOp ¢ (POPMHUPYETCS KaK OTOOpakeHHe:

c=¢(a',s):GF(q")— GF(q"),

rae ¢pyHkims & — kpunrorpaduyeckoe npeodpazoBaHue HHPOpPMAIHMU (3alUppPOBAHKE) TIPH TOMO-
mm anroputMa Rijndael, T.e. @(a,s) =E&(y(a),s).

[Mockonpky anuHa mpeoOpa3yeMblx QYHKUIUEH & NaHHBIX B PEKUME 3IIEKTPOHHOW KOJOBOU
KHUTH (UKCHPOBaHa, TO U1 GOPMUPOBaHHS R-KOJOB MPOU3BOIBHON IJIUHBI 72 HEOOXOAUMO HCIOJb-
30BaTh PEKHUMBI C OOPaTHOM CBA3bIO [4].

[locne xomupoBaHUsI BEKTOp € IOIBEPraercsl BO3ACHCTBUIO CIYyYalHBIX MMPEeIHAMEPEHHBIX U
HeTpeTHaMepPEHHBIX BO3ACHCTBHN, MPUBOAALINX K HCKAKECHUIO €r0 CUMBOJIOB:

y=¢e(c,e):GF(¢") > GF(q"),

rae e(c,e)=1{y, =(c, +e,)modq|i=0,....,n—=1}, y=(y,,¥,»..-.¥,,) € GF(q") — BEeKTOp HUCKaKeH-
HBIX CUMBOJIOB, € = (e,,e,,...,e, ) € GF(q") — BeKTOp OIMOOK.
3ajaueii ekoepa ABISIETCS BOCCTAHOBJICHUE UCKAKEHHBIX CUMBOJIOB B BEKTOPE Y , T.€. HO-

d, -1

HCK BCKTOpa omuboK €. MakcuMaibHast KpPaTHOCTb HUCIIPABIIACMBIX KOJOM OIIMOOK ¢ =

[locne Toro xKak MCKakeHHBIE CHMBOJIBI MCIIPABIICHBI, (PYHKIHMS BOCCTAHOBJIEHUS WH(pOpPMa-
LUOHHOTO BeKTOpa (T.e. QyHKUus, oOpaTHas K GYHKIUH [IpeAcTaBIeHHOI B popmyne 1) ocymiecTBs-
eT o0paTHOE OTOOpaKEHHE:

a=0"'(c,s):GF(¢q") —> GF(q"), 2
rie ¢ '(e,8)=y ' (§7'(c,s)), &' — dynxuus pacmmdposanus anropurMma Rijndael B 3amaHHOM pe-
KuMe, ' — (YHKIUS BOCCTAHOBIIEHHUS (JIEKOHKATEHAIMN) BEKTOpa a = (a,,d,,...,d, ;) U3 BEKTOpa
a'=(a,,a,,...,a, ,Vy, VsV, ).
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OuneHka Jexoepa MaCKIMAaJIbHOI0 Mpasaonoaooust R-koxa

JlekoaupoBaHue MO MPUHLUIY MaKCHMAaJIbHOTO IMPaBIONONOOMsSI OTHOCHTCS K Kiaccy NP-
MOJHBIX 3a]]a4 M OCYILECTBIISIET COOTHECEHUE MMPUHATOrO KOJOBOIO CJIOBA C OLIMOKOW K ONKaniieMy
(B cMbIcTe MeTpUKH X5MMUHTA) pa3pelieHHOMY KoJoBoMy cioBy [6]. [Tocnennee o3Hagaer, yTo st

ucnonszyemoro (n,k,d

min

), -kona JIMII conepuT B mamsTH g" paspelmeHHBIX KOJOBBIX CJIOB

. k
C={c,[j=0...q" —1} nnbo BBIMHUCISET UX TUHAMHYECKH 110 MEPE HEOOXOAMMOCTH, & MPH JIEKO/H-

POBAaHMHU PACUUTHIBAET CTOIBKO YK€ PACCTOSHUN XIMMUHTA C €TI0 TOMCKAa MUHUMAJIBHOTO.

Kpome ckopocTr nekoaupoBaHMs U 3aHUMAEMON MaMATH CYIIECTBYET OL[€HKAa MCIOIB3yEMOro Koja 1
MeTo/a ACKOIMPOBaHUA, OTOOpakaeMas Kak 3aBUCHMOCTb BEPOSITHOCTU OIIMOKH, MPUXOAALICHCS Ha
OZMH OUT MH(OPMAIMK OT OTHOIICHHS CUTHAN/IIYM Ha BXOJE JEMOAYISTOPa B KaHAJIE C aATUTUBHBIM
6enbvM rayccoBckuM mymoMm (ABIII) [6]. Kak npaBuiio, Takue OLEHKH JAOTCs OJIs1 CUTHAJIOB C JIBO-
WYHOM KOIOBOM MaHumymsauuei no ¢aze (BPSK) ncnonp3oBanreM momexoycToHduBOro Koga u 6e3

Hero. Ha puc. 1 npeacraBieHa 3aBUCUMOCTh BEPOSTHOCTH OMIMOKU Ha OAMH OUT uH(opmamuu P, ot
oTHoweHus curHa/mym E, /N, B xanane ¢ ABI'IIl npu ucnons3oBanuu BPSK-monynsanuu (¢ gac-
totoll muckperusauuu 10f; (f, — Hecymas yactoTa), 12-Tu pa3psAHBIM KBAHTOBAaHUEM U C pa3Me-
IIEHUEM JECATH NEPUOIOB HEeCcylIel 4acTOThl B OJHOM OuTe) 1 HekoauposanHoro BPSK, (31,6,7),
R-xoma ¢ IMII u (3L6,15), BUX-koma ¢ mexkogupoBaHMEM Ha OCHOBE alropurma beprexemma-
Meccu.
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Puc. 1. Ouenka xapakTepUCTUK KOMOBBIX KOHCTpYyKIMi B kaHane ¢ ABI'TIL:
1 — nexopuposanubiil BPSK-curnan; 2 — (31,6,7), Rijndael-kox ¢ AMII; 3 — (31,6,15), BUX-xox
¢ IEKOMPOBAaHUEM Ha OCHOBe anroputMma beprekemna-Meccu

U3 pucyHKa BHAHO, uTO BhIMrpbinl R-koma ¢ JIMII npu BepostHoctn ommbku P, =107 mo

CPaBHEHUIO C HEKOJMPOBAHHBIM CUTHAJIOM cocTaBiseT 1 ab, B To ke BpeMs no cpaBHeHHIo0 ¢ bUX-
KOZIOM IIPH TOH K€ BEPOSITHOCTH OLIMOKM MPOUTPHILI cocTaBisier okoio 3,5 ab. C oqHON CTOPOHBI,
MPOUTPHIII COYETACTCA C JONOTHUTEILHBIMU KPUNTOTPa(pUIECKUMH CBOHCTBAMH TTOMEXOYCTOWYHBO-
ro R-koja, HO C IpYrOil CTOPOHBI CBUAETENBCTBYET O HEOOXOJUMOCTH MOMCKa METOIO0B yBEITHYCHHUS
MUHUMAaJIBHOTO PacCTOSIHUS X3MMUHTa R-Kofa.

BeicTpoe nexonuposanue R-koxa

JlekoaupoBaHUe MO MPUHIAITY MaKCUMAIIBHOTO MPaBAONo00ust TpeOyeT 3HAUNTENbHBIX 3a-
TpaT maMATH U 00J1a1aeT BHICOKOW BBIYHUCIMTEIBHON CIOKHOCTRIO [5, 6]. OcoOeHHO naHHas mpode-
Ma aKTyaJbHa JUIsl BEICOKOCKOPOCTHBIX R-KOIOB OONBIION JMUHBEL bonee OBICTpBIE ACKOIEpPHI s
BBICOKOCKOPOCTHBIX R-KOJOB OOMNBIION JJIUHBI C MEHBIIMMHU 3aTpaTaMH TMaMsSTH MOTYT OBITh IO-
CTpOEHBI Ha OCHOBE alropuTMOB Yeiiza. M3BecTHBI Tpu THMNA anropuTMoB Yeiisa 1ist JeKOAUPOBAHUS

(n,k,d,,,),-xona [6].
Tun 1. IlpoBepsitoTcs Bce KOMOMHAILUK OMINOOK Ha paccTosiHUM He Oonee (d , —1) or npuHs-
TOr'O CJIOBA.
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Tun 2. IlpoBepsrorcss KOMOMHAIMK OIIMOOK Beca f = \_(alml.n -1/ 2J 1 MEHBIIIE, pa3MeIlaeMbIX
Ha JII0OBIX MO3ULHSIX 32 UCKITIOYEHUEM \_d win ! 2J HanOoJee HaJIe)KHBIX CHMBOJIOB.

Tun 3. TlpoBepstoTcss Te KOMOWHAIMK OMIMOOK, TSI KOTOPBIX [ OMIMOOK pa3Meriaercs Ha i
HauMeHee HaJISKHBIX IO3UIMAX, | HedeTHo, 1<i<d . —1.

Hexonepsr Ha O6a3e anroputMmoB Yeiiza (manee J[U), B ornuuune ot JAMII, comepxar B maMsTi
100 BBIYUCIISAIOT HE MHOXKECTBO BCEX KOZOBBIX CIIOB, @ MHOXKECTBO BCEX BO3MOXKHBIX OLIMOOK I10 3a-
JaHHBIM KpUTEpHsIM. BekTop ommboK cunTaercs HalJeHHBIM, eciu (QYHKUUS pacin@poBaHUs anro-
purma Rijndael mpeoOpa3yer TeKyllylo OLEHKY KOIOBOTO CIIOBa B BEKTOp a’ 3aJlaHHOW CTPYKTY-
psl (2). OueBugHO, YTO TpeboBaHMs K MamsaTH u BpeMs AekoaupoBaHus B JMII u Y 3aBucar or
MOIITHOCTH TiepedupaeMbix MEOKecTB B JIMIT u JIY, a MomrHOCTh, B CBOKO ouepens, B JIMII 3aBucut
ot napamerpa k, B 14 —or d_, (u n B tune 2). Torga 4 He o6sa3aTenbHO sBisercs 6onee 3¢ dex-
tuBHBIM yeM JIMII nin Haobopot. Kpome toro, JIH Ha ocHoBe anroputMoB Tumna 2 (manee AY2) u 3
TpeOyeT HaMUYKsl JEMOLYIISTOpa C MATKUMH PEILICHUSIMU JUTS OLIEHKH HaJIeKHOCTH CUMBOIIOB [6]. Bo-
nee >pdexrupHbM cpean U cumraercs U2 [6]. Jlna 3ananHbix napamerpoB kona (m,k,d ),

MOIITHOCTH nepe6npaeMor O MHOXCCTBA B I[MH onpeaciaearcas MOIHOCThIO CaMOro KoJaa —

i
n—t+l

12
My = q" , a MOIHOCTB TIepebUpaeMoro MHOMkeECTBA omuOoK B JU2 — M = Z C KaK cymma
i=1

min

COYETAaHU W3 OOIEeH UIMHBEI HAaUMEHEE HAJICKHBIX CUMBOJIOB (71 — =n—t+1) komoBoro cno-

Ba 10 BCEM BO3MOXKHBIM OITMOOKaM Beca i, i =1...7. Toraa BeMUCIUTENBHAS CIIOKHOCTE J{U2, pu
(PMKCUPOBAaHHOM JUTHHE KO/ 71, C POCTOM JUIMHBI HH(POPMAIIMOHHOTO BEKTOpPa k pacTer 3a CUeT yBe-
JUYEHUs OOIIeH JTMHBI HaUMEHEe HaJISKHBIX CHMBOJIOB U OJTHOBPEMEHHO yOBIBA€T M3-32 YMEHBIIIC-
HUSI MAKCUMAJIBHOTO BECca MCIPABIIIEMBIX OomMOOK . Ha puc. 2 mpeacTaBieHbl 3aBUCUMOCTH MOIITHO-
CTH TIepeOMpaeMbIX MHOXKECTB R-KoJla OT JIMHBI WHGOPMAIIMOHHOTO BEKTOpa & MpU (PUKCUPOBAHOM
n=34 mna AMII u JU2.
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Puc. 2. 3aBHCHMOCTh MOIITHOCTH TIepeOMpacMBbIX MHOXKECTB R-Koma OT [THHBI HH(OPMAIIMOHHOT'0 BEKTOpa A
npu ¢uxcuposanoM n = 34 i AMIT u J42:
1 — MomHOCTH TIepedbupaemMoro MEOKecTBa it J{U2; 2 — MoIHOCTE IepedupaeMoro MHOxecTBa st JJMIT

U3 pucynka BugHo, uto AMII 6onee 3¢ dexTHBEH 111 HU3KOCKOPOCTHBIX KOJOB, a AJISl BBICO-
KOCKOPOCTHBIX Ko#oB — /IU2. I'pannua 3¢dexTuBHOCTH 11 ciiydasi MpeACTaBIEHHOTO Ha pUC. 2 Jie-
XKUT B pailoHe k=12, 1.e. mpu ckopoctu R-xoma k / n = 0,353 . YkazaHHas rpaHHLA ¢ POCTOM (HUK-
CHpPOBAaHHOTO # PAcTeT B CMBICIIE Tapamerpa k, MpHU 3TOM CKOPOCTh KOAa Ha IPaHHIE CTPEMHUTCS K
k/n=20,38 (cm. puc. 3).
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n , our

Puc. 3. 3aBucumocts rpanuip! 3h(HEKTUBHOCTH OT JUTMHBI (PUKCHPOBAHHOTO /1
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OpHaKo OIeHKA JUCTAHIIMOHHBIX CBOHCTB BEICOKOCKOPOCTHOTO R-KOJa, 0COOEHHO MpH OO0ITh-
IIUX 7, YIS COBPEMEHHON BBIYMCIUTEIHHON TEXHUKH MOXKET IMPEICTABISITh COOOH BBIYUCIUTEIHLHO
CIOXKHYIO 3a/1auy, Hepa3pelluMyIo 3a pa3yMHoe Bpems. Torma KOppeKTUPYIOIIME CBOMCTBa MOXKHO
OLICHUTh, UCXOJIS M3 BEPOSTHOCTHU OIMMOKU HA WH(OPMAIMOHHEIN OUT B 3aBHCHMOCTH OT OTHOIIICHHS
curHan/mym B kHane ¢ ABI'L (puc. 1), orpaHUYMBIINCE HEKOTOPOI MpHUEMIIEMOH MOIIHOCTHIO MHO-
JKECTBA BO3BMOXKHBIX OIIMOOK, HAUMHAS TIepeOop HanOoiee BEPOSITHBIX OMIMOOK, PACIIOIOTAIONIIXCS
Ha HalMEHEee HaJIeKHBIX No3uIusX. [Ipu Takol peanuzanuu aaroput™Mel Yeitza tuna 2 u 3 3aMeHsI0T-
csl OJTHUM MOAU(DHUIIMPOBAHHEIM aJTOPUTMOM. bosee Toro, ckopocTh 00pa0OTKH KOJOBBIX CIIOB B Jie-
Kojiepe Ha OCHOBe MoauduImMpoBaHHOro anroputrMa (manee [JUM) moxer ObiTh BbIe Yem B JIMII
NP PaBHBIX MOWHOCTAX M\, ¥ M, TOCKONBKY jJekoaupoBanue B J{UM MOKET 3aKOHUUTBCSA

paHbllle, YeM ajJropuTM JACKOJUPOBaHMUs MepedepeT Bce BO3MOXKHbIE 3HaueHus ook (B JAMII me-
pebop BceX KOAOBEIX CIIOB 00sI3aTEINEH).

Ha puc. 4 mpencrasieHa olieHKa KOPPEKTHPYIOLIEH CIIOCOOHOCTH BBICOKOCKOPOCTHOTO R-
kona (127,106), Ha ocHOBE 3aBUCHMOCTH BEPOSTHOCTH OIIMOKU OT OTHOILEHUS CUTHAII/IIYM B KaHalle

¢ ABI'lll mpu ucnons3oBanuu JJUM ¢ orpanudeHHON MOIHOCTEIO M [y, = 2% (ycnoBus Te ke, UTO U

npu GOpMUPOBAHUU 3aBUCUMOCTH Ha puc.l), a taxke (127,106,7), BUX-koxa ¢ nekoaupoBaHHEM Ha
OCHOBe anroputMa bepnekemmna-Meccu.
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Puc. 4. Ouenka KoppeKTUpyOILeH criocoOHOCTH BhIcOKOcKkopocTHOro (127,106), R-koxa:
1 — nexopupoBannbiii BPSK-curnan; 2 — (127,106), R-xon ¢ JUM; 3 — (127,106,7), BUX-kox
C IeKOAMpOBaHNEM Ha ocHOBe anropurma bepnekemna-Meccn
Orenka, peIcTaBICHHAS HA PUC. 4, TIOKa3bIBAET, YTO BHICOKOCKOPOCTHBIE R-KOJIBI TaK¥Ke 00-
NaJAI0T TTIOMEXOYCTONYMBBIMU CBOMCTBAMHU (IIPH BEPOATHOCTH OMOKK P, =107 BBIMrphINI 1O Cpas-

HEHHIO C HEKOJAMPOBAaHHBIM CUTHAJIOM cocTaBiyseT 1 ab, B To ke Bpems no cpaBHeHuto ¢ BUX-kogom
MIPH TOH K€ BEPOSTHOCTH OIIMOKK MPOUTPHIII cocTaBisieT okoino 2,8 nb), a IUM nenaer BO3SMOKHBIM
KOPPEKLHIO OMHMOOK MPU MX HCIOIB30BaHUH. Takke cieqyeT 3aMeTUThb, YTO BEPOSTHOCTH OIIUOKU
TIPY HU3KUX OTHOIMIEHHAX CHIHAI/IIYM MOXET 3aBMCHTH OT OTPaHMYEHHOH MOIIHOCTH M, , TO-
CKOJIbKY BEpOSITHOCTh BOSHUKHOBEHHSI OIIMOOK (B TOM YHCIie U OOBIION KPATHOCTH) TP 3TOM OyIeT
JOCTaTOYHO BBICOKOHM, YTO MPHUBENET K MOBBILICHHIO HEOOXOAUMOHN Uil KOPPEKTUPOBKUA MOLIHOCTH
M 4 > M . Ha puc. 5 npencrasiiena 3aBECHMOCTb BPEMEHH BHITIONHEHHS OIEPaLlUH IEKOIUPOBa-

HHsI KOJIOBOTO CJIOBa Ui HHM3KockopocTHoro (127,14,33), R-xoma (JAMII) u BBICOKOCKOPOCTHOTO
(127,106), R-xoma (JUM) mpu ¢uxcuposaHHO MOMHOCTH M |\, = 2'* OT OTHOIIEHHS CHTHAN/ITYM

(ycnoBus Te ke, 4To ¥ pH (HOPMHUPOBAHUH 3aBUCUMOCTH Ha pHC. 1).

330 —
310 :::__._'__._.—..________'_- = :'_2 ______
t, MC 290 B e
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Puc. 5. 3aBUCMMOCTb BpeMEHH BBINOIHEHUS IEKOAUPOBAHUSI BBICOKOCKOPOCTHOIO M HU3KOCKOPOCTHOI'O
R-KOIIOB OT OTHOIICHUS CUTHAJ/IITYM:
1 — nekopuposanue ¢ JIMII; 2 — nekonuposanue ¢ JJUM
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BrIBOaBI

[lomydeHHble pe3ynbTaThl MOKa3bIBAIOT, YTO KpunrTorpaduueckue QyHkiuu Tuma Rijndael
MOT'YT OBITH HCIIONB30BaHBI B KaU€CTBE HENMHEHHBIX MOMEXOYCTOMYMBBIX KOHOBBIX KOHCTPYKIIHM.
Bornee Toro, cymecTByroT MeTOIbI AEKOAUPOBAHUS TAKUX KOHCTPYKUMH. [[1s1 AeKOANpOBaHNS HU3KO-
CKOPOCTHBIX R-k010B Ooiee s dextrBHBIM sBisiercs JAMIL, a mns Hu3kockopocTHbIX — JIY2.
Paccmotpennbie R-Koapl 0071a1al0T MEHBIIEH KOPPEKTUPYIOIIEH crTocoOHOCThIO, yeM koAbl BUX, ox-
HAKO MMEIOT AOMOIHUTENbHBIE KpUIITOrpaduuecKre cBoiicTBa. Taxke MepCreKTUBHBIM SIBIISIETCS MO-
HCK METOZIOB MOBBILIEHNS JUCTAHLIMOHHBIX CBONCTB R-KOja.

DECODING OF THE NONLINEAR ERROR CONTROL CODE ON THE BASIS OF
CRYPTOGRAPHIC ALGORITHM OF RIJNDAEL

D.M. BILDZIUK, S.B. SALOMATIN

Abstract

The nonlinear error control code on the basis of cryptographic transformation of data through
Rijndael algorithm is considered. Correction properties and fast decoding algorithms of a Rijndael-
code are compare.
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