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AnHoranus. IIpeanoxeHsl KpUTEpUH Uil CPaBHUTENBHOIO aHAIN3a MPOrPAMMHBIX CPEACTB KOMIIBIOTEPHOM
creranorpaduu. [IpoBeneHo obocHOBaHME W BBHIOOP MPOTPAMMHBIX CPEACTB VIS HcciienoBaHui. [IpoBeneHbI
9KCTIEPUMEHTAJIbHbIE WCCIIEOBAaHMS BHIOPAHHBIX IIPOrPAMMHBIX CPEICTB MO IPEUIOKCHHBIM KPHTEPHSIM,
1 Ha OCHOBAHMM aHajM3a MOJYYCHHBIX pE3yJAbTaTOB ompexaesneHo Haubonee 3¢ddexTrHBHOE NporpaMMHOE
CpPE/ICTBO KOMIBIOTEPHOI cTeranorpadu st CKPhITHSL HHPOpMAaIyy.

Kniouesvie cnosa: 3ammra nHOpManuy, MpOrpaMMHOE CPEICTBO, KOMIIBIOTEpHAasi CTeraHorpadus, BHIOOp
IIPOrpaMMHBIX CPEACTB.

Abstract. Criteria for comparative analysis of a computer steganography software are offered. Substantiation
and choice of software for researches are carried out. Pilot studies of the chosen software by the offered criteria
are conducted and on the basis of the obtained results analysis of the most effective software of a computer
steganography for concealment of information is defined.
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Research and choice of computer steganography software

for concealment of information transferred through open communication channels
V.M. Alefirenko

BBenenue

B OTKpBITBIX KOMMYHHKAIIMOHHBIX KaHajlaX, TaKMX KakK MPOBOAHOW Tele(OH, COTOBBIN
TenedoH, paanorenedoH, paguocTaHIus, ceTh HTepHET, A CKPBITHS NepenaBacMoil HHPOpMaIH
MOT'YT HCHOJIB30BaTbCd TaKWe TPAaJULIMOHHBIE METOHABI, KaK KOAWPOBaHHE, CKpPeMOIMpOBaHUE
u mmdpoBanne nHPopMaun. C MOSIBICHHEM KOMIIBIOTEPHBIX TEXHOJOTHUH MOSIBUIACH BO3MOKHOCTh
WCTIONIb30BaHMS CTEraHOTrPaUIECKUX METONOB CKPBITHS WHGPOPMALUH, MONYYUBIIMX Ha3BaHHE
METO/I0OB KOMIIBIOTEPHON cTeranorpaduu, KoTopble 0a3upyIOTCS Ha IBYX OCHOBHBIX HpuHIMIAX [1].
[lepBpIii MpUHLMI 3aKIIOYaeTcss B TOM, 4TO (ailyibl, MpeacTaBisione coboil onudpoBaHHOE
n300pakeHue MJIM 3BYK, MOTYT OBITh BHJIOM3MEHEHBI IO ONpENEeNCHHON cTeleHu 0e3 MoTepu HX
($yHKIMOHANBHOCTH. BTOpO# MpHHLMI 3aKI0YaeTcs B TOM, YTO OpPTaHbl YyBCTB YEIOBEKa MMEIOT
OTpaHMYCHHBIC pa3pellalone XapakTepucTHkd (auddepeHranbaple TOPOTH  Pa3IUUCHHS)
U HE CIIOCOOHBI pa3nnuyaTh He3HAUMTENbHBIC H3MEHEHUS B IIBETE M300paKEHHsI WM KayecTBE 3BYKa.
OTH NPUHLMIB 0OCOOCHHO XOPOIIO peanu3yloTcs ais ¢ailioB n300payKeHUs WM 3ByKa, KOTOpPHIE
HECYT HEKOTOPYIO U30BITOUHYIO0 HH(POPMAITHIO.

CymectByeT  OONBIIOE  YHCIO  pa3iM4YHBIX  METOAOB, PEATH3YIOIIMX  MPUHIMIBI
KOMITBIOTEpHOW CcTeraHorpaduu, Uil KOTOPBIX pa3paboTaHbl COOTBETCTBYIOLIME MHPOrpaMMHBIC



CpCacTBa. Ka)KI[OG MMpoOrpaMMHOC CpeaACTBO XapaKTCpU3yCTCA paaoM KOJIMYCCTBCHHBIX
1 KaQYCCTBCHHLIX MapaMCTpPOB, HA OCHOBAHWU KOTOPBIX ITOJIB30BATCIIb BLI6I/Ipa€T €ro i pCHICHHU
CBOCH 3aa4uu 1O CKPBITUIO I/IH(l)OpMaL[I/II/I. COCTaB, KOJIIMYECTBO M YHUCJIICHHBIC 3HAUYCHHUA JTHUX
napaMeTpoB y KaXXJ0ro InporpaMMHOIo CpeaCTBa MOKCET OBITH CBOIA. HOBTOMy BBI60p nmporpaMmmMHOro
CpCacTBa, KOTOPOC 3(1)(1)€KTI/IBHO MOXKCT pCHINTH MOCTABJICHHYIO 3aAavdy IO CKPBLITUIO KOHKPETHOI'O
BuUaa I/IH(i)OpMaLII/II/I, MNpEACTAaBIACT JISI MOJIb30BATCIA ONPCACICHHBIC TPYAHOCTH. HemanoBaxHbIM
(baKTOpOM SBIIACTCA U HpaBHJ’IBHLIﬁ BLI60p KOHTCﬁHCpa, HCIOJIB3YEMOI'0 IJIs1 CKPBITHA I/IH(l)OpMa]_[I/II/I
1 NOAXOAAUICTO IO CBOMM ITapaMeTpaM IJIsd BBI6paHHOl"O OporpaMMHOIO CpeaACTBA.

Pemienne nmpodembl

Ha ceropmammuii AeHb UIS CKPBITHS WH(GOPMAIMH HCIIONB3YETCS JOCTATOYHO OOJBIIOE
KOJIMYECTBO Pa3iMYHBIX MPOTPaMMHBIX CpeicTB. Kak Tmokazam 0030p, KOJIHYECTBO TaKHX
MPOrPaMMHBIX CPEJICTB MPEBHINIACT J1Ba JecaTka [2]. B OONBIIMHCTBE CIy4aeB 3TU HpPOTrpaMMHBIE
CpE/CTBA MO3BOJISAIOT CKPBHIBATH CEKPETHYIO HH(POPMAIUIO B rpaUuecKux, 3ByKOBBIX U BHJIcO(ainax.
MHorue W3 HUX SBISIOTCSA OCCIUIATHBIMMA WIIM YCJIOBHO OecriaTHeIMH. Kaxkgoe wumMeeT cBou
(hYHKIIMOHATBHBIE BO3MOXKHOCTH, 2 TAK)KE IPEUMYIIECTBA U HEIOCTATKA B OTHOIICHUU CKPBITUS TOTO
WM WHOTO BHa MHQopManuu. OMHAKO JUIS TOTO, YTOOBI IPOBECTH UCCIEAOBAaHUS UX 3P (HEKTUBHOCTH
MO0 CKPBITHIO MH(OPMAIMH, HEOOXOUMO BBIOpPATh HEKOTOPOE OTPAaHMYCHHOE YHUCIIO MPOrPaMMHBIX
CPEHCTB.

Brauane HeoOXOOMMO MPOBECTH MPENBAPUTECILHBIA aHAIH3 HMEIOIIUXCS MPOrPaMMHBIX
CPEICTB KOMIBIOTEpHOW creraHorpaguu. Tak kak B OONBIIMHCTBE CIy4yaeB [UIS CKPBITHS
nH(OpMAIUKM HCIIONB3YIOTCA CTEraHorpauiecKue MporpaMMbl, pabOTaoIUe MO YIpaBICHUEM
orepanroHHoON cucteMbl Windows, TO IMporpaMMebl, paboTaroIIKe O YIPaBICHUEM OIEPAIIMOHHBIX
cucreM «MS-DOSy», «UNIX» n «Linux», B gaJbHEHIIeM paccMaTpuBaThCs HE OYIyT.

W3 ocTasbHBIX OCTAaBIIMXCS TpOrpamMM Ui JaibHEHIIero aHamu3a OBLTM BHIOpaHBI
crnenyronue: Steganos, Steganos for Windows, StegoWAYV, MP3Stego, SecurEngine, InvisibleSecrets
2002, Masker, OpenStego, Hide4PGP, SteganographyTools 4, S-tools, DarkCryptTC.

Jns manpHEHIero BrIOOpa MPOrpaMMHBIX CPEJICTB HEOOXOIMMO BBIOpAThH Psj MapaMeTpOB,
M0 KOTOPBIM OYyIyT CpaBHHBATHCS OCTaBIUEeCS MporpaMMbl. Kak mMmokaszanm aHamu3 BhIOpaHHBIX
MPOrPAMMHBIX CPEICTB, OHU XapaKTEPU3YIOTCS JOCTATOYHO OONBIIMM KOJIMYECTBOM Pa3TUYHBIX
MapaMeTpoB, BIUSIONMX Ha 3()(EKTUBHOCTh WX HCIOJIB30BaHUS. DTH MapaMeTpbl MOTYT OBITh Kak
KOJIMYECTBCHHBIMY, TaK M Ka4eCTBEHHBIMU. K KOTMUECTBEHHBIM MapaMeTpaM OTHOCITCS pa3Mep
BCTPAaMBAaEMOr0 COOOIICHUS, KOJIWYECTBO AITOPUTMOB MU(GPOBAHUS, KOIMYECTBO HCIIOIB3YEMBIX
¢dbopMaToB ¥ JIp., @ K KAYECTBEHHBIM — BO3MOXKHOCTh CXKATHS WH(OPMAIUH, BUABI HCIIOIB3YEMBIX
(¢opMaTOB, BO3MOXHOCTH Imu(ppoBanus HHPopManuu u nap. KomudecTBEHHBIC MapameTpel,
BBIPKCHHBIC YHCIOBBIMU 3HAYCHUSMH, JAOCTATOYHO JICTKO IMOMJAIOTCS CPaBHCHUIO, U WX MOXHO
WCIIONB30BaTh HAINPSAMYIO, TPUMEHHB, HAlpUMEp, METOJ MapHBIX CcpaBHeHWH. YTo Kacaercs
KaueCTBCHHBIX IapaMETpPOB, TO NPH WX CPAaBHCHHHM BO3HHUKAIOT OIPENCICHHBIC TPYIHOCTH.
Hampumep, npu paBeHCTBE KOJMYECTBA BUJOB (HOPMATOB, HCIOIB3YEMBIX B HECKOJIBKUX
MPOrPaMMHBIX CPEICTBAX, OJIHU U3 HUX MOTYT UMETh OoJiee IMMPOKOE pacpoOCTPaHEHHE, YeM JPYTHUE,
YTO SIBJISICTCS TIOJOXHUTEIbHBIM (hakTopoM. Ho uist Oonee pacmpocTpaHEHHBIX BUIOB (HOPMATOB,
KaK MpaBWJIO, CYIIECTBYeT W OoJiee INMHMPOKHH HA0Op pa3IUYHBIX MPOTPAMMHBIX CPEINCTB,
WCIIONB3YEMBIX IS UX CTErOaHalln3a, UYTO SBIISETCS OTPUIATEIBHBIM (DaKTOPOM.

Ha ocHOBaHMM TPOBEACHHOrO aHaNKM3a KOJWYECTBEHHBIX W KAYECTBEHHBIX IapaMETPOB
PACCMOTPEHHBIX BHIIIE MPOTPAMMHEIX CPEJICTB KOMITBIOTEPHON CTeraHOrpaduu JUIisl MCCIICIOBAHMS
3¢ pekTHBHOCTH CKphITUS Tpaduyueckoll WHGOPMAIUM MOXHO PEKOMEHAOBATH  CIICIYIOIIUC
MapaMmeTpsl (KPUTEPUH) UX BBIOOpA:

— KOJIMYECTBO HUCIONB3YEMBIX IpaduiecKux (OpMaToB;

— BO3MOXXHOCTh MIU(POBAHUS JAHHBIX M KOJIMYECTBO AJITOPUTMOB IU(POBAHUS;



—pa3Mep BCTPamBaeMOro COOOIICHHUS, KOTOPBIM XapaKTEepU3yeTcsl OTHOLIEHWEM o0bema
BCTpanBaeMoro cooOmIeHus K 00beMy KOHTeHHepa;

— BO3MOXHOCTb CKaTHs MH(OpMAaINK, KOTopasi XapaKTepu3yeT YyCTOWYMBOCTD 3aI0JIHEHHOTO
KOHTEITHEepa K MOJH(PHUKALINY;

— CKPBITHOCTh MJIM CTOMKOCTh K CTErOaHalIM3y, KOTopas CBsi3aHa C KOJMYECTBEHHBIMHU
WM KAYeCTBEHHBIMH W3MEHEHUSIMH (MCKa)XCHUSIMH), BHOCUMBIMH B KOHTEWHEp NMPH BCTPAUBaHWUU
COOOIIICHNUS,;

— BO3MOXHOCTb CKPBITHSI HECKOJIBKUX COOOIIEHHH B OTHOM KOHTeWHepe.

[IpoBeneHHbI aHATU3 OCTABLIMXCS MPOTPAMMHBIX CPEACTB MOKA3al, YTO TaKHe MPOrpamMMBl,
Kak Steganos, Steganos for Windows, StegoWAYV, MP3stego, SecurEngine, InvisibleSecrets 2002,
Hide44PGP, SteganographyTools 4 u S-tools He TOAXOOAT MO MPEATOKEHHBIM KPUTEPHSIM: OTHH U3
HUX MMEIOT Majoe KOJMYecTBO ()OPMATOB HMIIM HCIIONB3YIOT ycTapeBlne (GopmaThl, APYrue UMEIoT
Manblii pa3Mep BCTPaUBaeMOro COOOIICHHS] MM Y HUX OTCYTCTBYET BO3MOXKHOCTH IIM(POBaHHMS
nHpopmanun. B utore 1 manpHEHIINX MccaenoBaHuil OblM BBIOpaHBI TpU mporpammbl — Masker,
OpenStego u DarkCryptTC, KoTOpble MOAXOIAT MO BCEM MPEIOKEHHBIM KPUTEPHUSIM.

Bonpimoe BnusHHME HAa HAAEKHOCTb HCIOIB3YEMOW CTETOCHCTEMBI W BO3MOXKHOCTD
oOHapyXeHusl (akTa Mepenavyd CKpbITOH MH(OpMaluu OKas3bIBaeT BBIOOp KOHTeHHepa. OT BHza
KOHTCI{HEpa 3aBHCUT HE TOJNBKO OOBEM CKpPHIBAEMOIO0 COOOIICHUS, HO M €ro YCTOHYHMBOCTH
K Pa3JIMuHBIM METOJaM CTeroaHanusa. BpiOOp KOHTeiiHepa [OKEH MPOBOJUTHCA C  Y4EeTOM
HCTIOJIB3YEMOT0 METO/Ia BHEAPEHHS B HETO CKpbIBaeMoil nHpopmanuu. Takke JOMKEH yYUTHIBATHCS
u  (akT CymIecTBOBaHMS METOAOB aHalW3a, MO3BOMSIONIMX  OOHAPYXHTH  CKpPBIBAEMYIO
uHpopmanuio [3].

Jns TpoBOAMMBIX HCCIEJOBAaHUI BBHIOOp KOHTEHHepa OBbLT OCYHIECTBIECH IJSI CKPBITHS
nHpOpMauK MeTonoM 3aMeHbl miuaamux out (LSB-meronm), Ha OCHOBE KOTOPOrO M Peaan30BaHO
OONBIIMHCTBO MPOrPaMMHBIX CPEIACTB KOMIIBIOTEpHOH cTeraHorpaguu. YUUTHIBaJach TaKkKe
BO3MOKHOCTh NPEABAPUTENBHOIO BHU3YaJbHOrO CTEroaHajn3a KOHTeHHepa, Kak MEepBUYHOIO 3Tama
aHaJM3a Ha HaJU4Yhe B HEM CKPBITOH MH(OPMAIHH.

[Ipu BEIOOpE KOHTEHHEPOB HCIIOIB30BAIHCH CIEAYIOUINE KPUTEPUH:

— OTKa3 OT OOIIEM3BECTHHIX HM300paKEHMH B KayecTBE KOHTEWHEpa, HalpuMep, KapTHHBI
Pa3IUYHBIX XyJOKHUKOB;

— OTKa3 oT WCTIONb30BaHUS N300paKeHUH, KOTOpBIE KOHBEPTHPOBAHBI
u3 JPEG-hopmara B BMP-dopmar;

— HCIIOJIb30BaHUE N300paKeHUH, MOTYYEHHBIX C TTOMOILBIO (POTOKaMEpHI WIIH CKAaHEpPa;

— OonbIION pa3Mep KOHTEHHEPa;

— HaJIMYHUe 3alIyMJICHHOCTH KOHTEHHEpa;

— OTCYTCTBUE IOJIE3HON COCTABJISIIOLIEH Ha MJIaAMINX OMTOBBIX pa3psiaax U300paKeHus;

— OTCYTCTBUE IUTABHBIX TOHOBBIX IIEPEX0I0B U MOHOTOHHBIX 00JIacTel;

— HaJIM4ue OOJIBIIOTO KOJIMYECTBA MepenaioB SpKOCTH;

— MHOTOLIBETHOCTb;

— HaJIM4ue OOJBIIOTO KOJIMYECTBA MTUKCENEH, Y KOTOPBIX OTTEHKH LIBETOB IIOXO Pa3IMYaIOTCS
3pUTENbHBIM aHATM3aTOPOM UYEIIOBEKA.

OTH KpPUTEPHH B TOCTATOYHOM CTEIEHU YYUTHIBAIOT BCe OCOOCHHOCTH, KOTOPhIE HEOOXOIMMO
MPUHUMATh BO BHUMaHKE PU BHIOOPE CTETOKOHTEHHEpa, YCTOMYMBOTO K BU3yaIbHOMY CTETOaHAIN3Y
U B KOTOPOM JUIsl CKPBITUSI HH(OpMAIMK HCTIONB3YeTCd METOH 3aMEHBI Miaaummx Out [4].

Tak kak B OONBIIMHCTBE CIly4yaeB OOBIYHO HCHOJIB3YIOTCS CaMble TMOMYJSpHBIE (OPMATHI
n300pakeHUH, Takhe Kak jpeg, bmp, To B KauecTBe KOHTEHHEpOB ObUTM BHIOpaHBI M300paKeHUs
B (hopmarax jpeg u bmp c rimyouHoi usera 24 6ut. Yem Gomnblie pasmep H300pakeHHs, TEM CIOXKHEE
O00HapyXHUTh HCKaKEHHUs. B urore i mpoBeneHus SKCIepUMEHTaIbHBIX UCCICIOBAHUI B KauecTBE
KOHTCI{HEPOB OBbLTM BBHIOpaHBl KAapTHHKH 3€JICHOr0, KPAacHOTO, CHHEro IBETa W HMX COYETaHMs,
CO3JAl0IIMe MOJUXPOMHOE H300pakeHHE C TIOCIIEAOBATENbHBIM IUIABHBIM MEPEXOJ0M I[BETOB,



a TaKke MOTUXpOMHBIE (poTorpadum, KOTOpEIE MpeacTaBicHbl B TaOn. 1. B kauecTBe CKphIBaeMOi
MH(OPMAITUH UCIIONB30BAICS ayTuo(aiil C pacIupeHueM wav u pazmepom 55 kb.

Tabmuma 1. Buabl KOHTelHePOB U HX XapaKTePHCTHKH

HW306paskeHue Pacluupenue Pasmep Qaiina, Pa3Mep,u I'my6una nBera,

Kb MHKCEeIIeH our
Jpeg 69 1920x1080 24

3eneHblit
jpeg 32,5 1920x1080 24

KpacHsrit
jpeg 185 1920x1080 24

Cununii
jpeg 415 1200x941 24
jpeg 85 800%615 24
bmp 5930 610%x460 24




PesynbTathl u ux o0cy:kaeHue

Pe3ynbraTe 9KCTIEPUMEHTATBHBIX MCCTIeJOBAHHUH BBIOpaHHBIX MPOrpaMMHBIX
cpenacTB creraHorpaduu npeacTasieHsl B Ta0i. 2 u 3 (s nporpamMmel DarkCryptTC).

AHanu3 NONTy4YEeHHBIX PE3y/IbTaTOB HUCCIEOBAHUNA MTOKA3bIBAET:

— (aiiIpl OJMHAKOBBIX CTETOKOHTEHHEPOB IS Pa3IMYHBIX IPOrpaMM UMEIOT Pa3HbIi pa3mep,
9T0 00YCITIOBICHO PA3IMYHON CTENEHBIO CKATHSI HCCIIEAYEMBIX IIPOrpamMM;

— KaK BHJIHO BH3YaJbHO, AJISI BCEX MPOrpaMM 3pUTEIbHBIC OTIMYMS MEXAY KOHTEHHEepaMH
U CTErOKOHTEHHepaMH He HaOJII0aliCh;

—nporpamma OpenStego B MEHbBLICH CTENEHH MOAXOAUT ISl CKPBITHS HHGOpMauuy,
TaK Kak UMEeT XYIIINE XapaKTePUCTUKU TI0 CPaBHEHUIO C IPYTUMH IMPOrpaMMaMH; KpOME TOro,
3HAYUTENFHBIM MHHYCOM SBIISIETCS TO, YTO BHE 3aBHCHMOCTH OT QopMata HMCXOAHOIO
n3o0paxenus ((haina-KoHTelHepa), IporpaMmma OpenStego coxpaHseT pe3ynbTar TOJIBKO
B hopmare PNG;

— nporpamma Masker XOTs ¥ UMeeT JTydlIne XapaKTEpUCTHKH MO CPABHEHUIO C MPOrpaMMOii
OpenStego u maxke pAa JONOIHUTENBHBIX BO3MOXKHOCTEH (BOSMOXKHOCTBH CKPBIBATh JIOOBIC (ailiibl
W Ielble Tanky, MmMUQpyeT W CKUMAaeT CKpbIThle (alipl; MMEeT 3aliUTy OT MOCTOPOHHHX
MoJIb30BaTeNei), HO TeM He MeHee ycrynaer nporpamme DarkCryptTC;

—nporpamma DarkCryptTC mmeer sydmme Ha JaHHBIH MOMEHT XapaKTEPHUCTHUKH, a Taroke
OoJee MHUPOKUE TOTMOTHUTEIbHBIE BO3MOKHOCTH, TAKUE KakK:

— noagepxkka acumMmerpuunoro mudposanus RSA/Elgamal/ECC ¢ ucnons3oBaHueM mapbl
«ITyONUYHBIN — CEKPETHBIN KITI0W»;

— noaaepkka mudpoBanus ogHoro ¢aina B XDC u rpynmsl ¢aitnos/katanoros B Tar. XDC;

— BO3MOKHOCTh XpaHeHus1 HHQopMannu o MeTojie mupoBaHus B 3arojioBKe (aiina;

— BO3MOKHOCTh XpaHEeHHs Kiroya Iu(ppoBaHus B CaMOM TEKCTOBOM (paiie;

— onpeneneHue mudppoBaHHOro Qaiiia Mo CoAePKUMOMY;

— pabota ¢ QUKCUPOBaHHBIM KIIFOUOM MIM(POBAHUS U AT (PPOBAHUS;

— ynoOHas 1 mpocTasi HacTpolKa mapamMeTpoB MH(poBaHus Il Kaxaoro Qaiina;

— BCTPOCHHBIN I'eHepaTop KIFOUEBBIX TEKCTOBBIX (PaiiIoB MPOM3BOIBHOM JIMHBI KITI0YA;

— BO3MOKHOCTH JJOOABIICHUSI KOMMEHTAPHS B apXHUB;

— OTILMOHAIBHAS BO3MOXKHOCTB HCIONb30BaHMsI MolHoH BWT kommpeccun anroputmom ABC;

— TMOBBILIEHHE 0€30MaCHOCTH ITyTeM OTKJIIOYEHUS MOJIcUeTa KOHTPOJIBbHONH CyMMBI HCXOAHOTO
¢aiina u ap.

Takum 00pazoM, 1Mo pe3ynbTaTaM HMPOBEACHHBIX HKCIEPUMEHTAIbHBIX HCCIENOBAHUNA MOKHO
clenaTh 3aKIIOUEHHE, YTO CpPEAd PACCMOTPEHHBIX MPOrpaMM KOMIBIOTEPHOW cTeranorpaduu
nporpamma DarkCryptTC siBnsiercs HanOosee 3QpPpeKTUBHON ISl CKPBITHA HHPOPMAIIIH.

Tabnuma 2. Pe3yJIbTaThl IKCNIEPUMEHTAJIBHbBIX HCCIE0BAHMI MPOrpaMM cTeraHorpagun

TapameTp! (kpHTepun) [Iporpammsl cTeranorpapun

Masker OpenStego DarkCryptTC
KomuaectBo ¢popmaror 12 6 12
KonuuecTBo anropurmMos mudpoBaHus 7 1 40
Pa3mep BcTpanBaeMoro cooOmeHuns st 10/6,5 10/— 10/8
rpadIecKuX/3BYKOBBIX (popMaToB, %o
Bo3MoxHOCTS cxxaTust HH(popMarmn + + +
Creranorpaduieckasi CTOHKOCTB/CKPBITHOCTD — - +
BO3MOU)KHOCTI) CKPBITHSI HECKOJIBKIX COOOICHUH B OXHOM + " "
KOHTeiHepe




Ta6numa 3. Pe3yJIbTaThl IKCNIEPUMEHTAJIBHBIX HecaeaoBaHuii nmporpaMmmbl DarkCryptTC

DarkCryptTC Pasmep Pasmep
Konteiinep CrerokoHTeitnep KOHTelHepa, Kb | crerokonreiinepa, kb

- - ) v
3eneHslit 3eneHslit
Kpacusrit KpacHsrit

185 600

Cunnit Cunnit
415 1175
85 392
5930 14963

10




3akjoueHmne

CpaBHUTENBHBI ~ aHAM3 TMPOTPAMMHBIX CPEICTB  KOMITBIOTEpHOM  creraHorpaduw,
MPOBENEHHBIM O MPEJOKEHHBIM KPUTEPHUSAM, II0Ka3ald, YTO HAHMOOJIBIIUMH BO3MOXKHOCTSIMU
o ckpeiTiio MH(popMmanuu obmagaer mporpamma DarkCryptTC. B kadecTBe KpuTepueB Obun
BBIOpaHBL: KOJIMYECTBO HCHONB3YEMBIX Tpadudeckux (opMaToB; BO3MOXKHOCTH W KOJIHUYECTBO
QITOPUTMOB IIH(POBAHUS; pa3Mep BCTPAUBAEMOTO COOOIIEHHS; YCTOWYMBOCTH 3aMOJIHEHHOTO
KOHTeiHepa K MoAu(uKanuu (CKaTHIO); CKPHITHOCTh MM CTOWKOCTh K CTErOaHaIHu3y; BO3MOXHOCTb
CKpBITHS HECKONBKMX COOOIIeHN B oIHOM KoHTeliHepe. I[IpoBemeHo oOocHOBaHWE BbIOOpa
KOHTCHHEPOB MAJsl CKPBITHS WHGPOpPMAaLUHM, B KauecTBE KOTOPBIX BHIOpAaHBI KAapTUHKH 3EJIEHOTrO,
KpacHOTo, CHHErO IIB€Ta W WX COYETAHHUS, CO3JAIONIME MOJIMXPOMHOE H300pakeHHe C
MOCIEA0BATENbHBIM IIABHBIM IIEPEXOA0M LIBETOB, a TAKKe MOJIMXPOMHBIE POTOrpaduH.
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