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IMPOI'PAMMHOE CPEJACTBO JJIAA IPOBEAEHUA AYJAUTA
CUCTEMBI 3AIIUTHI THOOPMALIUMU OPI'"AHU3 AU
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Tocmynuna ¢ pedaxyuro 20 ¢reepans 2018

Annoranusi. Ha ocHOBe TpeOoBaHuii kK cucteMe 3auThl HHYOPMALMH, IPEJCTaBICHHBIX B ITpHuKa3e OnepaTnBHO-
aHanmuTH4YecKoro neHTpa mnpu [pesnnente Pecyomku benapycs ot 30.08.2013 Ne 62, u monosxenunit CTh ISO/IEC
27001-2016 cocraBieH MepedeHb BOIMPOCOB M pa3pabOTaHO MPOTPAMMHOE CPEICTBO, KOTOPBIE MOTYT OBITH
UCIIONIB30BAHbEl Ul aHKETHPOBAaHMS COTPYAHHKOB OpPraHM3alUi NpU MPOBEACHUH aynuTa CHCTEMBI 3aIlUTHI
uH(pOpManuy nociaeaHux. [IpeacrapieH NOPSIOK NCTIOIBb30BaHUS pa3pabOTaHHOTO MPOrPaMMHOTO CPEJICTRA.

Kniouegvie crosa: aynur, 3ammra HHGOPMAIHHN, IPOTPAMMHOE CPEJICTBO.

Abstract. Based on the requirements for the information security system presented in the Order of the Operational
and Analytical Center under the President of the Republic of Belarus of August 30, 2013, No. 62 and the provisions
of the STB ISO / IEC 27001-2016, the list of issues was drawn up and a software tool developed that can be used to
question employees organizations during the audit of information security systems of the latter. The order of using
the developed software is presented.
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BBenenune

Opna u3 mpo06ieM, BOSHUKAIOIIUX IPU IPOBEJACHUH ayTUTa CHCTEM 3alTUThl MH(GOPMAIIHH, CBS3aHA
C XpaHEHUEM M 00pa0OTKOM 0OJIBIIIMX MACCHBOB ITOJIyUECHHBIX JaHHBIX. B CBSI3U ¢ 3THM B HACTOSAIIECE BPEMs
Ha OCHOBe akTyanbHbiXx MeToAuk ayaura (COBRA, KOH/OP+, RA Software Tool, CRAMM,
MethodWare u jip.) pa3pabaThIBalOTCs POrPAMMHBIC CPEJICTBA, HCIIOIB30BAHUE KOTOPHIX CIOCOOCTBYET
COKpAIIIEHHIO BPEMEHHBIX 3aTpaT Ha pean3alliio YKa3aHHbBIX TporeccoB. OHAKO JaHHBIE CPEJICTBA HE
MOTYT OBITH HCIIOJIb30BaHBI JUIS TMPOBEIACHHS ayJuTa CHUCTEM 3allluThl MH(OPMAIUU OpraHu3aIui
PecnyOnmuku Benapych, Tak kKak B HUX HE YITEHBI TPEOOBAHUS HAIIMOHAIBHOTO 3aKOHOAAaTeNbCTBA. Kpome
TOTO, CYIIECTBYIOIINE MPOrPAMMHBIC CPEJICTBA XaPAKTEPHU3YIOTCS BBICOKOW CTOUMOCTBIO.

B mHacrosmeir paboTe TpeAsioKEeHA METOJMKA pealu3allii IPOTPaMMHOTO  CpeicTBa
JUIS TIPOBEJICHHUS ayJuTa CHUCTeMbl 3alMThl WH(popMarmu opraHu3anui PecnyOnuku benapyce,
XapaKTePU3YIONIEToCs M0 CPABHEHHUIO C aHATIOraMH 00Jiee HU3KOW CTOMMOCTBIO.

MeToanka pa3padoTKu MPOrpaMMHOIO CPeICcTBa

Jlnst pa3paboOTKK MPOTrPAaMMHOTO CPEJICTBAa aBTOpaMH ObLI MCIOJIb30BaH CTAHIAPTHBINA MPOIYKT
Visual Studio Code kommanum Microsoft, KOTOpbIii MOkeT (YHKIIMOHUPOBATh Ha TpexX Imiardopmax
(Linux, OS X u Window), a Taxxe COIyTCTBYIOLIMI JIONOJHUTENbHBIN nHCTpyMeHTapuii: ASP.NET,
NodeJS, Git, Yeoman, Generator-aspnet, Hottowel, Express, Bower, TypeScript, TypeScript.



B 0CHOBY IpOrpaMMHOTO aJITOPUTMa 3aJI0KEH MepeveHb BOIPOCOB, MPUBEICHHBIN B pabote [1].
OTH BOMPOCHI COCTABJICHBI HA OCHOBE TPEOOBaHMIA K CUCTEME 3allUThl HHGOPMAIVH, PEACTABICHHBIX B
npukaze OnepaTHBHO-aHATUTHYECKOTO 11eHTpa npu [Ipesunente Pecrybmukn bemapych ot 30.08.2013 Ne
62 u nonoxenuit CTB ISO/IEC 27001-2016. OHu KacaroTCsl aCIIEKTOB, CBA3aHHBIX C COOIIIOIECHHUEM B
OopraHu3aluyu TPeOOBAHMH K CHUCTEME 3alUThl MH()OPMAIUU, M3JI0KECHHBIX B YKa3aHHBIX JOKYMCHTAaX.
Ilepedens aHKETHBIX BOMPOCOB, (GOPMHUPYEMBIN pa3pabOTaHHBIM MPOTPAMMHBIM CPEIICTBOM, 3aBHCHUT OT
Kiacca OOBEKTOB HH(MOpPMATH3AIMH, KOTOPBIE OKCILTyaTUPYIOTCS COTPYAHUKAMH ayJupyeMoin
opranuzanud. QDopMyIHpOBKa KaKJOTO H3 BONPOCOB NpEANOJaraeT IONyYeHHE OT COTpYIHHKA
aynupyeMon opranuzanuu oteera «/Ja» nmu «Hery.

B co3manHOM TpOorpaMMHOM CpPEICTBE peaan3oBaHa pa3paboTaHHAs aBTOPAMH METOAHKA
00pabOTKM OTBETOB Ha aHKETHBIC BOIPOCHI. JTa METOJIMKA BKIIIOYACT B ce0sl clienytomue maru [2].

[Tar 1. OTHeceHWe KaXXOOTO W3 OIPAIINBAEMBIX COTPYJHHUKOB K ONpEeAeNeHHOW TpyIIe,
B 3aBUCHMOCTH OT CTaxka ero paboTsl B opranu3anuu. K rpymme 1 oTHOCSATCS COTpYIHHUKH, CTaX paboOTHI
KOTOPBIX COCTABIISCT MEHEe 2 JIET (MOJIOJIBIC CIIESIIUAUCTHI M BHOBD MPUHSATHIC COTPYAHUKH), K TpyIIam 2
1 3 — COTPYIHUKH, CTaAX PadOTHI KOTOPBIX COOTBETCTBEHHO COCTAaBJseT 3—5 neT (3Hafmue crenupuky
MIPEANPUATHS U €ro TpodIeMbl) 1 6oee 5 et (Hanbonee KOHCEpBATHBHEIC).

[Mar 2. ITpucBoeHHE Ka)JOMy U3 OTBETOB ONpEACICHHOIO aOCOJIOTHOrO 3HadyeHus (Oasa).
BenuunHa 3TOTO 3HAYEHUS 3aBUCUT OT BHIOPAHHOTO OTBETA.

Ecmu otBet Ha Bompoc «Jla», To 3ToMy OTBeTy mprcBanBaeTrcs 1 Oarm.

Ecnmu otBer Ha Bompoc «HeT» M, 1m0 MHEHHUIO COTPYIHHKA, OTHECEHHOro K rpymmne 1, HeT
HEOOXOIMMOCTH B COONIONEHWH TpeOOBaHWSA K CHCTEME 3allUThl WH(POPMAIWH, OIHUCAHHOTO
B (hOpMyIHPOBKE BOIIPOCA, TO ’TOMY OTBeTy mpucBauBaetcs 0,6 6amios.

Ecnmu otBer Ha Bompoc «HeT» M, 10 MHEHHUIO COTPYJIHUKA, OTHECEHHOTO K Tpymme 2, HET
HEOOXOIMMOCTH B COONIONEHWH TpeOOBaHHWSA K CHCTEME 3allUThl WH(POPMAIWH, OIHUCAHHOTO
B (hOpMyIHPOBKE BOIIPOCA, TO ’TOMY OTBETY IprcBauBaeTcs 1 Oa.

Ecnmu otBer Ha Bompoc «HeT» M, MO0 MHEHHUIO COTPYJHHKA, OTHECEHHOrO K Ipymme 3, HET
HEOOXOIMMOCTH B COONIONEHWH TpeOOBaHWS K CHCTEMe 3alluThl WH(POPMAINH, OIHMCAaHHOTO
B (hOopMyIHpOBKE BOIIPOCA, TO ’TOMY OTBeTY IpucBanBaetcs 0,4 6armra.

Ecnu otBet Ha Bompoc «HeT» U, M0 MHEHUIO COTPYIHHMKA, HEOOXOAMMO COOJII0IaTh TPEOOBAHUE K
CHCTeMe 3alUThl HH(OPMAITNH, OTTMCAaHHOE B (POPMYIIMPOBKE BOIIPOCA, TO ITOMY OTBETY IiprcBanBaetcs
0aoB.

[ar 3. OOpaboTka pe3yabTaToOB, MHOJY4YeHHbIX Ha miare 2. OHa 3aKJIOuYacTCsl B pacyere
KOd(pUIMEeHTa, KOTOPBIi paBEeH CyMMe INPUCBOCHHBIX 3a KaXIbIii M3 OTBETOB OallIOB, JEIECHHOMN
Ha KOJIMIECTBO BOIIPOCOB.

[ITar 4. KauecTBeHHAs OIIEHKA PE3YJIETATOB aHKETUPOBAHUS.

Ecnmm B pesynpraTe pacdera, BBIIOJHEHHOTO B paMKax mara 3, mony4eH koddduimeHT,
cocrapsitommii 0,5 WM MeHee, TO JelaeTcs BBIBOA O TOM, YTO YpPOBEHb 3alIMIIEHHOCTH HU3KUH.
Benuuunel koadduimenta, npuHamaexkanue auamnazony or 0,5 mo 0,8 wimm or 0,8 mo 1, moryr
CBUJIETEITLCTBOBATH COOTBETCTBEHHO O CPEHEM WIJIH BHICOKOM YPOBHE 3aIIUIIIEHHOCTH.

brmok-cxema anroput™Ma (QYHKIMOHWPOBAHHS pPa3paOOTaHHOTO MPOrPAaMMHOTO  CPEICTBa
npeJicTaBieHa Ha puc. 1.

Ha puc. 2 npencraBieHo nepeBo XpaHWIHINA MpuiiokeHuil. OHU co3maHbl ¢ moMoInbo Redux.
JlaHHBIE O COCTOSHUM TPWIOKEHHS XPAHATCA B €IUHON IPEBOBUAHON CTpyKType. Bes HeoOXxommmas
WHQOPMAIUSI O COCTOSHHM TPHJIOKCHHUS COJIEPXKHUTCS B OJIHOW CTPYKTYpE NaHHBIX, COCTOSAIICH W3
ACCOIMATUBHBIX W OOBIYHBIX MAcCHBOB. [IperMyIIecTBOM NaHHOW CTPYKTYPHI SBISETCS BO3MOXHOCTh
OTJIEJICHUSI COCTOSIHHS TTPUJIOKEHUS OT €T0 MTOBEICHUSI.
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Puc. 1. brok-cxeMa anroputMa QyHKIIMOHHUPOBAHUS pa3pabOTaHHOTO MPOrPAMMHOTO CPEICTBA
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Puc. 2. JlepeBo XpaHWIHIIA TPHIOKCHHUS



I/IHCprKlII/lﬂ o UCNOJIb30BaAHUIO pa3p360TaHHOFO MMporpaMmmMHOro cpeacrsa

Ilepen HauasoM MCIOIB30BAHUS MPOTPAMMHOIO CPENCTBA HEOOXOAMMO BBIIIOJHUTH YCTAHOBKY
node. [lns storo cienyer 3aiiT Ha caiit nodejs.org, mamee — Ha crpaHuiy 3arpy3ku Node.js. s
ycTaHOBKH nodejs A onepaunonHoi cucteMbl Mac OS He0OX0AMMO BBITMOJIHUTD CIIEAYIOIINE ISHCTBUS:

— OTKPBITh TEPMHHAIBHOE OKHO;

— BBectu komany brew install node;

— IOKIIAThCS COOOIICHUsI 00 YCIICIITHON YCTaHOBKE.

[Ipu ycraHoOBKe ciieyeT NpUHUMATh CTaHAapPTHBIE HACTPOIKH.

[Tocne ycTaHOBKH ClleflyeT MPOBEPUTH TEKYIIYIO BEPCHIO MPOTrpaMMHOT0 obecniedeHus. s aToro
HEOOXOJMMO BBHITIOJHUTH KOMaHAy node —V, U B OKHE OyaeT BbIBeJcHAa HH(OpMANUs O BEPCHU

MporpaMMHOIO MpoOJayKTa.

Iepen 3amyckoM MPOrpaMMHOIO CPEJICTBA HEOOXOIUMO YCTAaHOBHTH 3aBHCHMOCTH. JIJisi 3TOTO
clielyeT BBHIMONHUTH KoMmaHnmy npm install. IIpu oTcCyTcTBHM OMIMOOK YCTAaHOBKM B KOHCOJIBLHOM OKHE
MOSIBUTCS COOTBETCTBYIOIIAass WHGpopMarus. s 3amycka yCTaHOBJICHHOTO MPOTPAMMHOTO CPEICTBA
HEOoOXOAMMO BBECTH KoMaHAy npm run webpack-dev. B pesynbprare BBIIONHEHUS 3TON KOMAaHIBI

B KOHCOJIbHOM OKHE TIOSIBUTCSI COOTBETCTBYOMIast HHMopMarus (puc. 3).

& npm

- o X

(node:1976) Deprecationiarning: loaderUtils.parseQuery() received a non-string value which can be problematic, see httpsa
://github. com/webpack/loader-utils/issues/56

parseQuery() will

Hash: 88ale39ad714
Version: webpack 2

Time: 3864ms

chunk
[11]
[12] ./~
[14] ./~
[15] ./
[16] .

be replaced with getOptions() in the next major version of loader-utils

b2

Size Chunks Chunk Names
8 main
main
(main) 1.4 MB
< 495 bytes { }
25.5 kB { }
57 bytes { }
r.js 1.18 kB { }
1.73 kB { }

©:2626 5.28 kB { }

js 161-b

32 161 bytes { }
£ {}

5 991 bytes { }

ocalhost: 8688 webpack/hot/dev-server

+ 418 hidden modules
webpack: Compiled successfully

jsx 52 bytes { }

v

Puc. 3. OxHO TepMuHaNa onepanoHHOH cructeMbl Mac OS (HHpOpMAaIin o 3aIrycKe IporpaMMBbl)

ITocre BBIMOMHEHUST KOMaH 1l npm run webpack-dev porpaMMHOe CpeCTBO CTAaHET JOCTYITHBIM
JUTs UICTIOJIB30BAHMUS C 1ICJIbI0 aHKETHpOBaHus. Ero cienyer oTkpeiTh B Opay3epe mo aapecy localhost:8080,
I'JIe HAXOJUTCS €ro riaBHas ctpanuia (puc. 4).
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Kakoii cTax Baliei paboTsl B KOMNAHWH?

1108 nnk Mewee

C ofbexToM WHchopMaTHaaUnm Kakoro knacca Bel paGotaere?

Puc. 4. Buemnuii BUJ rmaBHOM CTPAHUIBI IPOrPAMMHOTO CPEACTBA
[lepeueHb aHKETHBIX BOMPOCOB (POPMHUPYETCS IOCIE TOTO, KaK COTPYAHUK YKAKET CTaK CBOCH
paboTHI B ayIUPyEMOil OpraHM3alluy U KiIacc 00beKTa WH(OPMATH3AIMH, KOTOPEI OH SKCILTYaTHPYET B
XO0JI¢ BBIMOJIHEHUS CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH (pHC. 5).


https://nodejs.org/en/download/

[Tocme mpoxoXkIeHus: orpoca MOIb30BaTeNb JODKEH HAKATh KHOMKY «3aKOHYHTHY, MOCIE Yero
MIPOUCXOJIMT MEPEXO0]T HA CTPAHUILY, HA KOTOPOH MPEICTABICHBI CBEICHUS 00 YPOBHE 3alUThI HH(DOpMAaIUu
U PEKOMEHAALNHU TI0 €T0 OBBILIICHUIO.

B Kavenpa3n X

& > C |® localhost8030/% | & @ H

BbinonHAeTeA NV B BalWer opraHnsaumy cnegytowee Tpebosanme?

Cunraere 1 Bbl HEOGXOANMBIM BbiMONHEHME MANOXEHHOro TpeboBaHuA Ansa obecrneveHns 3alnTbl MHchopMaUmrn
Balwwelt opraHusayumn: MaeHtudukauns o6LekToB UHHOPMaLMOHHOR cUcTEMbI (Aanee — 06beKTbl) U 3aKpenneHue 3a
HUMW CyBbeKTOB MH(POPMALIMOHHOIA CUCTEMBI (Janee — cybbekTbl)

Ta, curaio

Her. He cuuTat

BbIMOMHAETCA 1V B BalLEW opraHusaumnm crefyrouiee TpeGoBaHmne?

Cuntaete N1 Bbl HEOGXOANMBIM BbINONHEHWE U3NOXEHHOro Tpe6oBaHus Ans obecrnedeHus 3alnTbl MHchopMaLmun
Bawweit opraHmsaunu: Maentudmkaunsa v ayTeHTUdmKaums cyobekTos

Da, cmtaio
Het. He cuutat

Puc. 5. BHemmHuit BUA CTpaHUIBI C IEPEIHEM BOIIPOCOB

3akiaouyenue

PazpaGotanHoe mporpaMMHOE CPEOCTBO XapaKTepU3YyIOTCsl Oojiee HHU3KOW CTOMMOCTBIO
IO CPABHEHHIO C aHAJIOTaMH BBUY CIEAYIOLINX €70 CBOMCTB!

1. ITpocToTa 3ammycka U HACTPOHKH.

2. HezaBHCHMOCTB OT THIIA OTIEPAIIIOHHONW CUCTEMEI.

3. BO3MOXHOCTB HONyuYeHHsS IOCTyIa KaK 4Yepe3 JIOKAJbHYI CETh, TaK U IOCPEACTBOM
TYHHEJIBHOIO noAxinrodeHus: VPN.

VYkazaHHble CcBoOiicTBa H30aBIAIOT ayAWTOpa WM COTPYAHWUKOB ayIUpyeMOW OpraHU3aliu
OT HEOOXOOMMOCTH BBIIOJIHEHUS PYYHOM YCTAaHOBKM, a PYKOBOAMTENS OSTOH OpraHu3aluul —
OT HEOOXOAMMOCTH TMPEJOCTABICHUSI OTAEIBHOTO TOMEIIeHUs JUIS TPOBEJCHUS ayluTa M 3aKyIKH
JIOIIOJIHUTEJILHOTO 000pyIOBaHMS IS ATUX Iieiell. B pazpaboTaHHOM HpOrpaMMHOM CPEICTBE MMEETCs
BO3MOYKHOCTb PEAAKTHPOBAHHS BOIIPOCOB I NMPOBEICHUS ayauTa U W3MEHEHMsI 3HA4YE€HHS BECOBOIO
ko3 duimenTa, 3aBuCAIIEro OT cTaxa paboTel coTpyAHUKA. [IperycMoTpeHa BO3MOXKHOCTh M3MEHEHUS
rpagudeckoro uHTepdeiica MporpaMMHOT0 0OecrieueHus, BHE 3aBUCIMOCTH OT YCTPOWMCTBA, HA KOTOPOM
MIPOUCXOANT aHKETHPOBAHNE COTPYJHUKOB B ayIUPYEMOT0 MPENIPUSITHS.

[Ipumenenne pa3pabOTaHHOrO MPOrPaMMHOIO CPEACTBA IO3BOJISIET CYIIECTBEHHO COKPAaTHTH
BpeMsl U MaTeprajbHbIE 3aTpaThl Ha MMPOBE/ICHUE ayINTa.
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